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� 
5(��3XEOLF�&RPPHQWV�RQ�'HFHPEHU������)7&�:KLWH�3DSHU��3URWHFWLQJ�&RQVXPHU� 
3ULYDF\�LQ�DQ�(UD�RI�5DSLG�&KDQJH��$�3URSRVHG�%XVLQHVV�DQG�3ROLF\�)UDPHZRUN 

� 
'HDU�0U��/HLERZLW]� 
� 
:H�UHSUHVHQW�D�FRPPXQLW\�RI�HQG�XVHU�DGYRFDWHV�DQG�WHFKQRORJ\�LQQRYDWRUV�IRFXVHG�RQ� 
LQGLYLGXDO�ULJKWV�DQG�DFFHVV�WR�LQGLYLGXDOV �RZQ�SHUVRQDO�GDWD��DQG�WKH�EXVLQHVV�DQG�LQQRYDWLRQ� 
RSSRUWXQLW\�WKDW�WKLV�QHZ�XVHU�PDQDJHPHQW�DQG�FRQWURO�RIIHUV��RXU�IXOO�OLVW�RI�QDPHV�DUH�QRWHG�DW� 
WKH�HQG�RI�WKLV�OHWWHU�� 
� 
)LUVW��ZH�ZDQW�WR�RXWOLQH�RXU�ZRUOG�YLHZ��DQG�WKHQ�ZH�ZLOO�FRPPHQW�RQ�KRZ�WKLV�IXWXUH�RULHQWHG� 
YLHZ�LQIRUPV�RXU�UHVSRQVH�WR�WKH�:KLWH�3DSHU�DQG�DQVZHU�\RXU�TXHVWLRQV�IRU�IXUWKHU�FRPPHQW�� 
� 
3HUVRQDO�'DWD�6WRUDJH�DQG�6HUYLFHV 
$�0LGGOH�:D\�EHWZHHQ�'R�1RW�7UDFN�DQG�%XVLQHVV�DV�8VXDO�6WDONLQJ 
� 
7KHUH�LV�D�ZD\�WR�GHDO�ZLWK�XVHUV �SHUVRQDO�GDWD�WKDW�PRVW�KDYH�QRW�\HW�H[SORUHG���7KLV� 
DOWHUQDWLYH�DSSURDFK�VLWV�EHWZHHQ�WKH�WZR�H[WUHPHV�RI�D�IDPLOLDU�VSHFWUXP��HLWKHU�'R�1RW�7UDFN�� 
RU�%XVLQHVV�DV�8VXDO�6WDONLQJ��� 
� 
2Q�RQH�HQG�RI�WKH�VSHFWUXP�LV�WKH�³'R�QRW�WUDFN´�YLHZ��ZKLFK�UHOLHV�RQ�XVLQJ�WHFKQRORJ\�DQG�D� 
OHJDO�PDQGDWH�WR�SUHYHQW�DQ\�GDWD�FROOHFWLRQ��DV�SHU�WKH�)7&�3URSRVDO����,Q�WKLV�VFHQDULR��FURVV� 
VLWH�EHKDYLRUDO�WDUJHWLQJ�LV�VXSSUHVVHG�EHFDXVH�XVHUV�VLJQDO�WKH\�GR�QRW�ZDQW�DQ\�LQIRUPDWLRQ� 
WR�EH�FROOHFWHG�RQ�WKHP�DV�WKH\�PRYH�DERXW�WKH�ZHE��,Q�WKLV�DSSURDFK�WKH�HFRQRPLF�YDOXH� 
DGYHUWLVHUV�KDYH�EHHQ�JHWWLQJ�WKURXJK�KLJKHU�FOLFN�WKURXJK�UDWHV�E\�SURYLGLQJ�PRUH�WDUJHWHG� 
DGV�LV�HOLPLQDWHG�DQG�VLWHV�WKDW�UHFHLYH�UHYHQXH�IURP�VHUYLQJ�WDUJHWHG�DGV�LV�UHGXFHG�LI�QRW� 
HOLPLQDWHG��7KH�HFRQRPLF�YDOXH�RI�WKH�GDWD�LV�QRW�FDSWXUHG�E\�WKH�HQG�XVHU�QRU�LV�LW�EHQHILWLQJ� 
WKH�PHGLD�DGYHUWLVLQJ�GDWD�DJJUHJDWLQJ�FRPSOH[�� 
� 
2Q�WKH�RWKHU�HQG�RI�WKH�VSHFWUXP�LV�WKH�PRGH�ZKHUH�ZH�OHDYH�³%XVLQHVV�DV�XVXDO´�LQ�SODFH� 
DV�LW�KDV�GHYHORSHG�RYHU�WKH�ODVW�IHZ�\HDUV��7KH�GRRU�LV�ZLGH�RSHQ�IRU�HYHU�PRUH�³LQQRYDWLYH´� 
SHUYDVLYH�DQG�LQWUXVLYH�GDWD�FROOHFWLRQ��WUDFNLQJ�DQG�FURVV�UHIHUHQFLQJ�IRU�EHKDYLRUDO�WDUJHWLQJ� 
LQ�GHYHORSLQJ�SURILOHV����GLJLWDO�GRVVLHUV�FUHDWHG�RQ�ELOOLRQV�RI�SHRSOH��ZLWKRXW�WKHLU�NQRZOHGJH�RU� 
FRQVHQW��EDVHG�RQ�,3�DGGUHVV��GHYLFH�LGHQWLILFDWLRQ��H�PDLO�DGGUHVV�HWF��7KH�VWDWXV�TXR�LV�KLJKO\� 
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LQYDVLYH�RI�SHRSOH¶V�SULYDF\��OLQNLQJ�WKHLU�DFWLYLWLHV�DFURVV�FRQWH[WV�WKH\�ZLVK�WR�NHHS�VHSDUDWH� 
RU�SULYDWH�LI�WKH\�FKRVH�WR�GR�VR��,Q�DGGLWLRQ��GHFLVLRQV�DERXW�SHRSOH V�OLYHV�DUH�LQFUHDVLQJO\� 
PDGH�IURP�VXFK�GDWD��DQG�WKH\�DUH�QRW�DZDUH�RI�LW��WKRXJK�WKH�FRQVHTXHQFHV�FDQ�EH�TXLWH� 
VHYHUH���(FRQRPLF�YDOXH�LV�GHULYHG��EXW�DW�WKH�H[SHQVH�RI�WKH�EDVLF�GLJQLW\�DQG�SULYDF\�ULJKWV��LH� 
SHUVRQDO�FRQWURO��RI�WKH�LQGLYLGXDO�� 
� 
3HUVRQDO�GDWD�VWRUDJH�VHUYLFHV�DUH�HPHUJLQJ��UHSUHVHQWLQJ�D�PLGGOH�ZD\�WKURXJK��WR�SURYLGH�DQ� 
RSW�LQ�PRGDOLW\�ZLWK�JUHDWHU�FKRLFH�DQG�FRQWURO�WR�WKH�LQGLYLGXDO�RYHU�WKHLU�GDWD�$1'�RIIHU�JUHDWHU� 
HFRQRPLF�YDOXH�WR�WKH�EXVLQHVV�FRPPXQLW\��ZLWK�KXJH�LQQRYDWLRQ�DQG�PDUNHW�RSSRUWXQLWLHV��7KLV� 
PDUNHW��ZH�EHOLHYH��ZLOO�EH�PXFK�ODUJHU�WKDQ�WKH�FXUUHQW�RQH�EDVHG�XSRQ�VXUUHSWLWLRXV�VWDONLQJ�� 
DQG�EH�EDVHG�XSRQ�DQ�HWKLFDO�PRGHO�LQYROYLQJ�WKH�XVHU�LQ�WKH�WUDQVDFWLRQV�WKH�PLJKW�RFFXU�ZLWK� 
WKHLU�GDWD��ZKHUH�FKRLFH��WUDQVSDUHQF\��DFFHVV�DQG�FRQWURO�DUH�FHQWUDO�IHDWXUHV�IRU�XVHUV��%XW� 
LW�ZLOO�RQO\�EH�EDVHG�XSRQ�DQ�HWKLFDO�PRGHO�,)�WKHUH�LV�VRPH�UHJXODWRU\�KHOS�WR�FDXVH�LW�WR� 
VXFFHHG� 
��� 
$V�HQYLVLRQHG��3HUVRQDO�'DWD�6WRUDJH�6HUYLFHV��3'6��DOORZ�LQGLYLGXDOV�WR�DJJUHJDWH�WKHLU� 
SHUVRQDO�GDWD��WR�PDQDJH�LW�DQG�WKHQ�JLYH�SHUPLVVLRQHG�DFFHVV�WR�EXVLQHVVHV�DQG�VHUYLFHV� 
WKH\�FKRRVH����EXVLQHVVHV�WKH\�WUXVW�WR�SURYLGH�EHWWHU�FXVWRPL]DWLRQ��WUDQVSDUHQF\��DFFHVV�DQG� 
WKH�DELOLW\�WR�FRUUHFW��DV�ZHOO�PRUH�UHOHYDQW�VHDUFK�UHVXOWV�DQG�FRPPHUFLDO�RIIHUV��UHVXOWLQJ�LQ� 
LQFUHDVHG�YDOXH�IRU�WKH�XVHU�IURP�WKHLU�GDWD�� 
� 
2YHU�WKH�ODVW�\HDU��DFWLYLW\�LQ�WKLV�VSDFH�KDV�JURZQ�WUHPHQGRXVO\��,Q�WKLV�HPHUJLQJ�ILHOG�RI� 
LQQRYDWLRQ��ZH�KDYH�LGHQWLILHG�RYHU�WKLUWHHQ�VWDUWXSV��VRPH�RI�WKHP�ZLWK�VLJQLILFDQW�YHQWXUH� 
FDSLWDO�IXQGLQJ���DW�OHDVW�WKUHH�RSHQ�VRXUFH�SURMHFWV��VHYHUDO�WHFKQLFDO�VWDQGDUGV�HIIRUWV�LQ� 
UHFRJQL]HG�LQWHUQDWLRQDO�VWDQGDUGV�RUJDQL]DWLRQV�DORQJ�ZLWK�FRPSDQLHV�LQ�WKH�ZHE��PRELOH�� 
HQWHUWDLQPHQW�DQG�EDQNLQJ�LQGXVWULHV�ZRUNLQJ�RQ�WKLV�PRGHO�� 
� 
2QH�RI�WKH�PRVW�LPSRUWDQW�WKLQJV�DERXW�WKLV�HPHUJLQJ�VSDFH�LV�WKDW�LW�KDV�HQJHQGHUHG�DFWLYH� 
EXVLQHVV�GHYHORSPHQW�ERWK�LQ�WKH�8QLWHG�6WDWHV�DQG�DFURVV�(XURSH��,Q�RWKHU�ZRUGV��WKLV�PRGHO� 
LV�YLDEOH�DFURVV�1RUWK�$PHULFDQ�DQG�(XURSHDQ�SULYDF\�UHJLPHV��)XUWKHUPRUH��WKH�3'6�PRGHO� 
RIIHUV�WKH�SRVVLELOLW\�RI�DFKLHYLQJ�JOREDO�LQWHURSHUDELOLW\��RQH�RI�WKH�NH\�JRDOV�DUWLFXODWHG�E\�WKH� 
&RPPHUFH�'HSDUWPHQW�IRU�WKLV�IRUWKFRPLQJ�VHW�RI�SROLFLHV�DQG�UHJXODWLRQV�� 
� 
3HRSOH�DUH�WKH�2QO\�(WKLFDO�,QWHJUDWLRQ�3RLQW�IRU�'LVSDUDWH�'DWD�6HWV 
� 
7RGD\�WKHUH�LV�D�SHUVRQDO�GDWD�HFRV\VWHP�HPHUJLQJ�LQ�ZKLFK�DOPRVW�HYHU\RQH�XQNQRZLQJO\� 
SDUWLFLSDWHV�EXW�ZLWKRXW�WKH�SHUVRQDO�LQGLYLGXDO�FRQWUROV�WR�DIIRUG�XVHU�FHQWULF�SULYDF\��3HRSOH� 
XQZLWWLQJO\�HPLW�LQIRUPDWLRQ�DERXW�WKHPVHOYHV��WKHLU�DFWLYLWLHV�DQG�LQWHQWLRQV��LQ�YDULRXV�GLJLWDO� 
IRUPV��,W�LV�FROOHFWHG�E\�D�ZLGH�UDQJH�RI�LQVWLWXWLRQV�DQG�EXVLQHVVHV�ZLWK�ZKLFK�SHRSOH�LQWHUDFW� 
GLUHFWO\��WKHQ�LW�LV�DVVHPEOHG�E\�GDWD�EURNHUV�DQG�VROG�WR�GDWD�XVHUV��LH�EXVLQHVVHV�WKDW�H[SORLW� 
RXU�GDWD�ZLWKRXW�LQFOXGLQJ�XV�LQ�WKH�WUDQVDFWLRQ����7KLV�FKDLQ�RI�DFWLYLW\�KDSSHQV�ZLWK�DOPRVW�QR� 
SDUWLFLSDWLRQ�RU�DZDUHQHVV�RQ�WKH�SDUW�RI�WKH�GDWD�VXEMHFW��WKH�LQGLYLGXDO�� 
� 
:H�EHOLHYH�WKDW�WKH�LQGLYLGXDO�LV�WKH�RQO\�HWKLFDO�LQWHJUDWLRQ�SRLQW�IRU�WKLV�FRPSUHKHQVLYH�DQG� 
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YDVW�UDQJH�RI�GLVSDUDWH�SHUVRQDO�GDWD��)RU�H[DPSOH��WKH�OLVW�RI�GDWD�W\SHV�EHORZ�ZDV�SXW� 
WRJHWKHU�E\�0DUF�'DYLV�IRU�WKH�:RUOG�(FRQRPLF�)RUXP�WDON��5H�7KLQNLQJ�3HUVRQDO�'DWD�HYHQW�LQ� 
-XQH�RI��������,W�KLJKOLJKWV�WKH�YDVW�UDQJH�RI�GDWDVHWV�DERXW�DQ�LQGLYLGXDO�WKDW�PLJKW�EH�LQ�VRPH� 
GLJLWDO�IRUP�LQ�VRPH�GDWDEDVH�VRPHZKHUH�� 
� 
,GHQWLW\�DQG�5HODWLRQVKLSV� 
�,GHQWLW\��,'V��8VHU�1DPHV��(PDLO�$GGUHVVHV��3KRQH�1XPEHUV��1LFNQDPHV��3DVVZRUGV�� 
3HUVRQDV� 
�'HPRJUDSKLF�'DWD��$JH��6H[��$GGUHVVHV��(GXFDWLRQ��:RUN�+LVWRU\��5HVXPH� 
�,QWHUHVWV��'HFODUHG�,QWHUHVWV��/LNHV��)DYRULWHV��7DJV��3UHIHUHQFHV��6HWWLQJV� 
�3HUVRQDO�'HYLFHV��'HYLFH�,'V��,3�$GGUHVVHV��%OXHWRRWK�,'V��66,'V��6,0V��,0(,V��HWF�� 
�5HODWLRQVKLSV��$GGUHVV�%RRN�&RQWDFWV��&RPPXQLFDWLRQV�&RQWDFWV��6RFLDO�1HWZRUN� 
5HODWLRQVKLSV��)DPLO\�5HODWLRQVKLSV�DQG�*HQHDORJ\��*URXS�0HPEHUVKLSV��&DOO�/RJV�� 
0HVVDJLQJ�/RJV� 
� 
&RQWH[W� 
�/RFDWLRQ��&XUUHQW�/RFDWLRQ��3DVW�/RFDWLRQV��3ODQQHG�)XWXUH�/RFDWLRQV� 
�3HRSOH��&R�SUHVHQW�DQG�,QWHUDFWHG�ZLWK�3HRSOH�LQ�WKH�:RUOG�DQG�RQ�WKH�:HE� 
�2EMHFWV��&R�SUHVHQW�DQG�,QWHUDFWHG�ZLWK�5HDO�:RUOG�2EMHFWV� 
�(YHQWV��&DOHQGDU�'DWD��(YHQW�'DWD�IURP�:HE�6HUYLFHV� 
� 
$FWLYLW\� 
�%URZVHU�$FWLYLW\��&OLFNV��.H\VWURNHV��6LWHV�9LVLWHG��4XHULHV��%RRNPDUNV� 
�&OLHQW�$SSOLFDWLRQV�DQG�26�$FWLYLW\��&OLFNV��.H\VWURNHV��$SSOLFDWLRQV��26�)XQFWLRQV� 
�5HDO�:RUOG�$FWLYLW\��(DWLQJ��'ULQNLQJ��'ULYLQJ��6KRSSLQJ��6OHHSLQJ��HWF�� 
� 
&RPPXQLFDWLRQV� 
�7H[W��606��,0��(PDLO��$WWDFKPHQWV��'LUHFW�0HVVDJHV��6WDWXV�7H[W��6KDUHG�%RRNPDUNV�� 
6KDUHG�/LQNV�&RPPHQWV��%ORJ�3RVWV��'RFXPHQWV� 
�6SHHFK��9RLFH�&DOOV��9RLFH�0DLO� 
�6RFLDO�0HGLD��3KRWRV��9LGHRV��6WUHDPHG�9LGHR��3RGFDVWV��3URGXFHG�0XVLF��6RIWZDUH� 
�3UHVHQFH��&RPPXQLFDWLRQ�$YDLODELOLW\�DQG�&KDQQHOV� 
� 
&RQWHQW� 
�3ULYDWH�'RFXPHQWV��:RUG�3URFHVVLQJ�'RFXPHQWV��6SUHDGVKHHWV��3URMHFW�3ODQV�� 
3UHVHQWDWLRQV��HWF�� 
�&RQVXPHG�0HGLD��%RRNV��3KRWRV��9LGHRV��0XVLF��3RGFDVWV��$XGLRERRNV��*DPHV��6RIWZDUH� 
�)LQDQFLDO�'DWD��,QFRPH��([SHQVHV��7UDQVDFWLRQV��$FFRXQWV��$VVHWV��/LDELOLWLHV��,QVXUDQFH�� 
&RUSRUDWLRQV��7D[HV��&UHGLW�5DWLQJ� 
�'LJLWDO�5HFRUGV�RI�3K\VLFDO�*RRGV��5HDO�(VWDWH��9HKLFOHV��3HUVRQDO�(IIHFWV� 
�9LUWXDO�*RRGV��2EMHFWV��*LIWV��&XUUHQFLHV� 
� 
+HDOWK�'DWD� 
�+HDOWK�&DUH�'DWD��3UHVFULSWLRQV��0HGLFDO�5HFRUGV��*HQHWLF�&RGH��0HGLFDO�'HYLFH�'DWD�/RJV� 
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�+HDOWK�,QVXUDQFH�'DWD��&ODLPV��3D\PHQWV��&RYHUDJH� 
� 
2WKHU�,QVWLWXWLRQDO�'DWD� 
�*RYHUQPHQWDO�'DWD��/HJDO�1DPHV��5HFRUGV�RI�%LUWK��0DUULDJH��'LYRUFH��'HDWK��/DZ� 
(QIRUFHPHQW�5HFRUGV��0LOLWDU\�6HUYLFH� 
�$FDGHPLF�'DWD��([DPV��6WXGHQW�3URMHFWV��7UDQVFULSWV��'HJUHHV� 
�(PSOR\HU�'DWD��5HYLHZV��$FWLRQV��3URPRWLRQV� 
� 
,Q�DGGLWLRQ�WR�WKLV�OLVW��WKHUH�LV�DOVR�WKH�HPHUJLQJ�ZHOOQHVV��RU��TXDQWLILHG�VHOI���GDWD�WKDW�VRPH� 
XVHUV�DUH�EHJLQQLQJ�WR�FROOHFW�DERXW�WKHPVHOYHV�WKURXJK�OLIH�WUDFNLQJ�FRPSDQLHV��LQFOXGLQJ� 
GDLO\�RU�PRUH�JUDQXODU�VWDWLVWLFV�DERXW�WKHLU�ERGLHV�DQG�ZHOOQHVV�DFWLYLWLHV��7KHUH�LV�WUDYHO�GDWD� 
LQFOXGLQJ�PLOHV��WULSV�DQG�IXWXUH�SODQV� 
� 
7KH�GLDJUDP�EHORZ��E\�%DLQ� �&R��VKRZV�KRZ�WKH�GDWD�OLVWHG�DERYH�JHWV�XVHG�DFURVV�WKH�GDWD� 
V\VWHPV�WRGD\��$V�\RX�FDQ�VHH��XVHU¶V�DUH�QRW�DZDUH�RI�PXFK�RI�ZKHUH�WKHLU�GDWD�JRHV��7KH\� 
MXVW�NQRZ�WKH\�GRQ¶W�OLNH�WKDW�WKH\�DUH�QRW�DVNHG�DERXW�RU�LQIRUPHG�DERXW�ZKHUH�WKHLU�GDWD�JRHV� 
� 

� 
6HUYLFH�3URYLGHUV�0XVW�:RUN�)RU�WKH�(QG�8VHU 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 



















 


�
 

� 
0RVW�SHRSOH�GR�QRW�KRVW�WKHLU�RZQ�H�PDLO�VHUYHUV�RU�ZHEVLWHV�RQ�VHUYHUV�LQ�WKHLU�EDVHPHQWV�� 
6LPLODUO\��PRVW�LQGLYLGXDOV�ZLOO�QRW�KDYH�WKH�WHFKQLFDO�VNLOO�RU�GHVLUH�WR�DFWXDOO\�PDQDJH�WKH� 
FROOHFWLRQ��LQWHJUDWLRQ��DQDO\VLV��SHUPLVVLRQ�PDQDJHPHQW�DQG�RWKHU�VHUYLFHV�QHHGHG�WR�GHULYH� 
YDOXH�IURP�WKHLU�GDWD��+RZHYHU��WKH�IDFW�WKDW�D�IHZ�XVHUV�FDQ�KRVW�WKHLU�RZQ�HPDLO�PHDQV�WKH� 
RSHQ�VWDQGDUGV�IRU�HPDLO�DQG�KWWS�DUH�DYDLODEOH�WRS�WR�ERWWRP��:H�ZKDW�WR�VHH�3HUVRQDO�'DWD� 
6HUYLFHV�DYDLODEOH�WKURXJK�RSHQ�VWDQGDUGV��RSHQ�VRXUFH�FRGH��DQG�DQ�HFRV\VWHP�WKDW�ZLOO� 
LQWHUDFW�ZLWK�SHRSOH�ZKR�KRVW�WKHLU�RZQ�3'6� 
� 
%XW�PRVWO\��LQGLYLGXDOV�QHHG�WR�EH�DEOH�WR�WUXVW�WKDW�VHUYLFH�SURYLGHUV�LQ�WKH�3HUVRQDO�'DWD� 
(FRV\VWHP�DUH�ZRUNLQJ�RQ�WKH�XVHU V�EHKDOI��*LYHQ�WKH�VHQVLWLYLW\�RI�WKH�GDWD��DQG�WKH� 
FRPSOH[LW\�RI�UXQQLQJ�WKHLU�RZQ�VHUYHUV��PRVW�XVHUV�ZLOO�UHO\�RQ�3HUVRQDO�'DWD�6HUYLFH� 
SURYLGHUV��,Q�DGGLWLRQ��PDUNHW�PRGHOV�QHHG�WR�HPHUJH�WKDW�VXSSRUW�WKH�3HUVRQDO�'DWD�6WRUH� 
6HUYLFH�3URYLGHU�PDNLQJ�PRQH\�ZKLOH�ZRUNLQJ�RQ�WKH�XVHUV �EHKDOI���7KH�3HUVRQDO�'DWD� 
(FRV\VWHP�&RQVRUWLXP�KDV�D�9DOXH�1HWZRUN�0DSSLQJ�DQG�$QDO\VLV�SURMHFW�WR�RXWOLQH�WKLV�PRGHO� 
DQG�LV�UDLVLQJ�PRQH\�WR�VXSSRUW�DQG�IRVWHU�WKH�PRGHO� 
� 
/DVWO\��DQG�ZKDW�ZH G�UHDOO\�OLNH�WR�VHH�)7&�DGGUHVV��LV�D�UHJXODWRU\�PRGHO�WKDW�ZRXOG� 
VLJQLILFDQWO\�KHOS�WKH�DOUHDG\�HPHUJLQJ�FRPSDQLHV�ZLWK�XVHU�FHQWULF�GDWD�PRGHOV� 
� 
:LWK�UHJXODWRU\�KHOS��XVHUV�ZRXOG�EH�SURWHFWHG��DQG�DGYHUWLVHUV�ZRXOG�RQO\�SD\�IRU�OHDGV�WKDW� 
GLUHFWO\�UHODWHG�WR�WKHLU�DQG�XVHUV �LQWHUHVWV���$QG�D�PXFK�ODUJHU�HFRV\VWHP�FRXOG�HPHUJH�WKDQ� 
WKH�H[LVWLQJ�RQH�ZKHUH� 
���XVHUV�UXQ�IURP�WKH�VWDONLQJ�DQG�REIXVFDWH�WKHLU�WUDFNLQJ�GDWD�� 
���DGYHUWLVHUV�SD\�IRU�����PRUH��DW�OHDVW��WKDQ�LV�QHFHVVDU\��SDUWO\�EHFDXVH��������RI� 
PRVW�XVHU�GDWD�WKH\�SD\�IRU�LV�RXW�RI�GDWH��DQG�SDUWO\�EHFDXVH�XVHUV�ZLWK�QR�LQWHUHVW�DUH�QRW� 
GHWHFWDEOH�LQ�WKH�FXUUHQW�V\VWHP�DQG�WKHUHIRUH�DUH��DQQR\HG�E\�WKH�V\VWHP��RU��VSDPPHG�ZLWK� 
DGYHUWLVLQJ��WKH\�GRQ W�ZDQW���DQG� 
���EHFDXVH�ZH�ZRXOG�QRW�EH�DOORZLQJ�D�V\VWHP�WKDW�LV��SUH�PDUNHW���PXFK�OLNH�WKH�������SUH� 
PDUNHW��VXE�SULPH�OHQGLQJ�HQYLURQPHQW��WR�UXQ�DZD\�ZLWK�LWVHOI��XQUHJXODWHG� 
� 
7KDW�QHZ�PDUNHWSODFH�ZRXOG�DOORZ�IRU� 
���XVHUV�WR�RIIHU�GDWD�LQ�H[FKDQJH�IRU�WKLQJV�RI�YDOXH��WKLQN�PLOHDJH�SURJUDPV�DV�DQ�H[DPSOH� 
���DGYHUWLVHUV�ZRXOG�SD\�IRU�OHDGV�WKDW�ZHUH�YDOXDEOH 
���XVHUV�JHW�DGV�WKH\�ZDQWHG��DQG�ZRXOG�EH�IUHH�RI�VWDONLQJ��ZKHUH�WKH\�FRQWUROOHG�WKHLU�RZQ� 
GDWD�ZLWKLQ�DQG�RXWVLGH�RI�ILUVW�SDUW\�UHODWLRQVKLSV 
� 
)UDQNO\��D�FULWLFDO�PDVV�RI�XVHUV�DUH�PDG��DQG�WKH\�DUH�FRPSOHWHO\�MXVWLILHG�EHFDXVH�WKH�V\VWHP� 
LV�DOO�DERXW�VWDONLQJ��DQG�QRW�DW�DOO�DERXW�WKHLU�DELOLW\�WR�FRQWURO�WKHLU�LQYROYHPHQW�LQ�WKH�V\VWHP� 
� 
3HUVRQDO�'DWD�VKRXOG�EH�WUHDWHG�OLNH�3HUVRQDO�0RQH\� 
� 
,QGLYLGXDOV�PXVW�EH�DEOH�WR�PRYH�GDWD�EHWZHHQ�VHUYLFH�SURYLGHUV��DV�WKH\�FDQ�PRYH�PRQH\� 
EHWZHHQ�EDQNV��UHWDLQLQJ�LWV�YDOXH��+RZHYHU��ZLWK�XVHU V�GDWD��LW V�WKH�XVHU�WKDW�LV�WKH�SURYLGHU�� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 












�
 

EXW�WKHUH�PXVW�VWLOO�EH�PDQ\�WDNHUV�EHFDXVH�RI�RSHQ�GDWD�IRUPDWV��DFWLYLW\�VWUHDPLQJ��DQG�FOHDU� 
LGHQWLW\�PRGHOV�WKDW�DUH�DOVR�SRUWDEOH�DQG�VHSDUDWH�IURP�WKH�GDWD�EDQN� 
� 
(QG�XVHU�FKRLFH�DQG�WKH�ULJKW�WR�WUDQVIHU�GDWD�IURP�RQH�VHUYLFH�SURYLGHU�WR�DQRWKHU�LV�NH\�WR� 
WKLV�PRGHO���-XVW�DV�RXU�PRQH\�GRHV�QRW�EHFRPH�ZRUWKOHVV�ZKHQ�ZH�PRYH�LW�IURP�RQH�EDQN�WR� 
DQRWKHU��WKH�VDPH�QHHGV�WR�KROG�WUXH�IRU�LQGLYLGXDOV¶�GDWD�� 
� 
&RQVXPHUV�QHHG�WR�EH�DEOH�WR�WR�&ROOHFW�DQG�$JJUHJDWH�7KHLU�'DWD�IURP�3URGXFW�DQG� 
6HUYLFH�3URYLGHUV 
� 
)RU�WKLV�3HUVRQDO�'DWD�(FRV\VWHP�DQG�(FRQRP\�WR�HPHUJH�DQG�IRU�XVHU¶V�WR�EH�SURSHUO\� 
SURWHFWHG��LW�LV�HVVHQWLDO�WKDW�XVHUV�KDYH�HDV\�DFFHVV�WR�WKHLU�GDWD�IURP�WKH�SURYLGHUV�ZLWK�ZKRP� 
WKH\�GR�EXVLQHVV��7KH�VWHSV�LQYROYHG�LQ�JHWWLQJ�GDWD�RXW�RI�VHUYLFHV�DUH�WHGLRXV�DQG�RQHURXV�� 
DQG�RIWHQ�PXOWL�VWHS�EHFDXVH�ZH�GRQ W�KDYH�FOHDU��SDWWHUQV��DQG�RSHQ�VWDQGDUGV�IRU�JHWWLQJ� 
GDWD��QRU�GR�ZH�UHTXLUH�FRPSDQLHV�WR�JLYH�\RX�D�FRS\�RI�\RXU�FRPSOHWH�GDWD� 
� 
���'DWD�PXVW�EH�DYDLODEOH�WR�XVHUV�LQ�PDFKLQH�UHDGDEOH�ZD\V�XVLQJ�RSHQ�VWDQGDUGV�VXFK�DV� 
0LFURIRUPDWV�DQG�$FWLYLW\�6WUHDPV�WKDW�DUH�GULYHQ�E\�PDQ\�GHYHORSHUV�DQG�XVHUV��QRW�MXVW�D� 
VLQJOH�FRPSDQ\��:KHUH�GDWD�H[SRUW�LV�DYDLODEOH��LW�LV�RIWHQ�QRW�PDFKLQH�UHDGDEOH��0DQXDOO\� 
H[SRUWLQJ�UHSHDWHG�PRQWKO\�VWDWHPHQWV�DV�WKH\�DUH�LVVXHG��DV�D�IHZ�VHUYLFHV�RIIHU��LV�QRW�WKH� 
DQVZHU��� 
� 
���8VHUV�PXVW�KDYH�WKH�DELOLW\�WR�VHH�DQG�FRUUHFW�WKHLU�RZQ�GDWD��DQG�GHOHWH�ZLWKLQ�FHUWDLQ� 
ERXQGV��DW�VLWHV�ZLWK�ZKLFK�WKH\�LQWHUDFW��7KHVH�WRROV�DUH�QRW�\HW�FUHDWHG�LQ�PDQ\�FDVHV�EXW�ZH� 
EHOLHYH�ZLWK�JRYHUQPHQW�VXSSRUW��WKH\�FRXOG�EH�GHYHORSHG�DQG�VLWHV�WKDW�FROOHFW�GDWD�RQ�XVHUV� 
FRXOG�WKHQ�VKDUH�WKDW�GDWD�ZLWK�XVHUV� 
� 
���6LPSOH�,QWHUQHW�2SHQ�6WDQGDUGV�OLNH�2$XWK�DOORZ�IRU�SHUVRQDO�GDWD�VWRUHV�WR�OLQN�WR�DFFRXQWV� 
ZLWKRXW�WKH�GDQJHURXV�SUDFWLFH�RI�JLYLQJ�RQH V�XVHUQDPH�DQG�SDVVZRUG�WR�YDULRXV�VHUYLFH� 
SURYLGHUV��,QVWHDG��DQ�2$XWK�WRNHQ�LV�LVVXHG��ZLWK�XVHUQDPH�DQG�3:�SDVVHG�RQO\�WR�WKH�LVVXLQJ� 
SDUW\��7KLV�NHHSV�XVHUV�IURP�VKDULQJ�ORJLQ�LQIRUPDWLRQ�ZLWK�XQVFUXSXORXV�VHUYLFHV�DQG�PHDQV� 
WKH�2$XWK�SURYLGHU�GRHVQ W�KDYH�WR��SROLFH��D�VHUYLFH�MXVW�WR�PDQDJH�ORJLQ�FUHGLELOLW\� 
� 
���3RUWDELOLW\�RI�GDWD�LV�FULWLFDO�IRU�PDQ\�UHDVRQV��LQFOXGLQJ�PDQDJLQJ�GDWD�DFURVV�SURYLGHUV� 
ZKHUH�EXVLQHVVHV�IDLO��3HRSOH�QHHG�WR�EH�DEOH�WR�PRYH�WKHLU�GDWD�WR�DQ�DOWHUQDWH�DQG�KRSHIXOO\� 
PRUH�YLDEOH�SURYLGHU�LQ�WKHVH�LQVWDQFHV��DV�ZHOO�DV�LI�WKH\�MXVW�SUHIHU�DQRWKHU�SURYLGHU�GXH�WR� 
GLIIHUHQW�IHDWXUHV�DQG�VHUYLFHV�DYDLODEOH��$GGLWLRQDOO\��WR�FUHDWH�FRPSHWLWLRQ�DQG�LQQRYDWLRQ�IRU� 
3HUVRQDO�'DWD�6HUYLFHV��GDWD�PXVW�EH�SRUWDEOH�WR�SUHYHQW��ORFN�LQ�����ZKLFK�LV�FXUUHQWO\�ZKDW� 
PDQ\�EXVLQHVVHV�XVH�WR�SUHYHQW�XVHUV�IURP�JRLQJ�HOVHZKHUH� 
� 
���3HUVRQDO�GDWD�VWRUHV�DQG�V\VWHPV�PXVW�KDYH��WK�$PHQGPHQW�SURWHFWLRQV�WKDW�UHTXLUH�MXGLFLDO� 
RYHUVLJKW�LQ�RUGHU�IRU�XVHUV�WR�IHHO�WUXVW�ZKHQ�SXWWLQJ�DOO�WKHLU�GDWD�LQWR�D�VLQJOH�RU�D�IHZ�3'6V� 
� 
'DWD�WUDQVSDUHQF\��SHUVLVWHQFH�DQG�SRUWDELOLW\�LV�FULWLFDO�VR�WKDW�DV�VHUYLFHV�GLVDSSHDU��XVHU� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 







 








�
 

GDWD�DQG�GLJLWDO�DVVHWV�ZLOO�SHUVLVW���)RU�H[DPSOH��WKH�VRFLDO�ERRNPDUNLQJ�VLWH�'HO�LFLR�XV�PDNHV� 
SHUVRQDO�GDWD�DYDLODEOH�WR�XVHUV��DQG�WKLV�FDSDELOLW\�ZDV�XWLOL]HG�D�ORW�UHFHQWO\�DIWHU�<DKRR�� 
ZDV�UHSRUWHG�WR�EH�VKRSSLQJ�WKH�ZHEVLWH���8VHUV�FUHDWH�FRQWHQW�DQG�JHQHUDWH�GDWD�GXULQJ�VLWH� 
XVDJH��DQG�WKRVH�XVHUV�VKRXOG�EH�DEOH�WR�HDVLO\�H[SRUW�WKHLU�ZRUN�SURGXFW�IURP�WKRVH�VLWHV�� 
%XVLQHVV�PRGHOV�VKRXOG�QRW�UHVW�RQ��ORFNHG�LQ��GDWD�IURP�XVHUV� 
� 
7KH�)7&�VKRXOG�UHFRPPHQG�WKDW�&RQJUHVV�OHJLVODWH�EDVLF�GDWD�SRUWDELOLW\��WRJHWKHU�ZLWK�D� 
IUDPHZRUN�IRU�SURKLELWLQJ�FURVV�VLWH�DJJUHJDWLRQ�RI�GDWD�DERXW�D�XVHU��XQOHVV�WKH�XVHU�DJUHHV�WR� 
KDYH�WKHLU�GDWD�DJJUHJDWHG��7KHQ��WKH�)7&�ZRXOG�HQIRUFH�GDWD�SRUWDELOLW\�DQG�WKH�SURKLELWLRQ�RI� 
FURVV�VLWH�DJJUHJDWLRQ�RI�SHUVRQDO�GDWD�ZLWKRXW�XVHUV �H[SOLFLW�SHUPLVVLRQ� 
� 
:K\�LV� 'R�1RW�7UDFN �1RW�D�*UHDW�2SWLRQ" 
� 
8VHUV�ZDQW�WR�NHHS�WKHLU�RZQ�GDWD�IRU�YDULRXV�UHDVRQV��KLVWRULFDO��VHOI�DVVHVVPHQW��WKH�DELOLW\� 
WR�VHH�ZKDW�RWKHUV�DUH�ORRNLQJ�DW��DQG�WKH�DELOLW\�WR�WUDGH�DQG�VKDUH�GDWD�DV�WKH\�VHH�ILW��%XW� 
WKH\�ZDQW�LW�WR�EH�SULYDWH�DQG�XQGHU�WKHLU�FRQWURO��$�'R�1RW�7UDFN�PRGHO�PHDQV�WKDW�LW V�DOO�RU� 
QRWKLQJ��8VHUV�DUH�HLWKHU�WUDFNHG��RU�QRW��7KHUH�LV�QR�RSSRUWXQLW\�WR�VHH��KROG��FRUUHFW�RU�GHOHWH� 
WKH�GDWD��7KHUH�LV�QR�RSSRUWXQLW\�IRU�XVHUV�WR�SDUWLFLSDWH�GLUHFWO\�LQ�FRPPHUFLDO�WUDGLQJ�RU�RIIHUV� 
FRQFHUQLQJ�WKH�GDWD��7KHUH�LV�QR�RSSRUWXQLW\�WR�VKXW�GRZQ�WUDFNLQJ�RQ�RWKHU�SODWIRUPV�WKDQ� 
ZHEVLWHV�DQG�JLYH�WKDW�FRQWURO�WR�XVHUV��7KHUH�LV�QR�RSSRUWXQLW\�IRU�WKH�DPD]LQJ�DSSOLFDWLRQV�DQG� 
VHUYLFHV�WKDW�FRXOG�EH�EXLOW�LQWR�DQ�HQRUPRXV�PDUNHW�IRU�DGYHUWLVHUV�DQG�PDUNHWHUV��$QG�WKHUH�LV� 
QR�RSSRUWXQLW\�IRU�WKH�PDUNHW�WR�JHW�EHWWHU�WKDQ��������FRUUHFW�GDWD�� 
� 
:K\�ZRXOG�XVHUV�ZDQW�WR�WUDGH�WKHLU�RZQ�GDWD" 
� 
7KH\�DOUHDG\�GR��)RU�KLJK�YDOXH��)RU�H[DPSOH��WKHUH�DUH�PLOHDJH�SURJUDPV�DW�DLUOLQHV��FDU�UHQWDO� 
FRPSDQLHV��YLD�DIILOLDWH�FUHGLW�FDUGV�DQG�WKURXJK�KRWHOV�����\HDUV�DJR��LI�WKH�)7&�KDG�VDLG�� 
'R�1RW�7UDFN��PLOHDJH�SURJUDPV�ZRXOG�KDYH�EHHQ�VKXW�GRZQ��1R�IUHH�SODQH�WLFNHWV��1R�KRWHO� 
XSJUDGHV��1R�IXQ�IRU�XVHUV� 
� 
,QVWHDG��XVHUV�FDQ�DJJUHJDWH�WKHLU�PLOHV��IURP�YDULRXV�VRXUFHV��D�FUHGLW�FDUG��DLUOLQH�WULSV�� 
SXUFKDVHV�DW�DIILOLDWHG�PHUFKDQWV��DQG�WXUQ�WKHP�LQ�IRU�KRWHO�XSJUDGHV��IUHH�SODQH�WLFNHWV�RU� 
XSJUDGHV��PHPEHUVKLS�LQ�YDULRXV�DLUOLQH�FOXEV�WKDW�KDYH�SULYDWH�ZDLWLQJ�URRPV���7KHVH�DUH� 
DOO�WKLQJV�WKDW�WUDYHOHUV�YDOXH�HQRUPRXVO\���$QG�WKH�PLOHDJH�VFRUH�LV�NHSW�ZLWK�WKH�PLOHDJH� 
SURJUDP��DQG�WKH�SDVW�KLVWRU\�GHWDLO��DIWHU�RQH�\HDU��LV�QR�ORQJHU�DYDLODEOH��:KLOH�LW�LV�XQFHUWDLQ� 
ZKHWKHU�RXU�PLOHDJH�SURJUDPV�GHOHWH�WKH�GDWD��LW�ZRXOG�EH�JUHDW�WR�NQRZ�WKDW�ZH�FRXOG�KDYH� 
D�FRS\�DQG�WKHQ�KDYH�LW�GHOHWHG�IRU�SULYDF\�UHDVRQV�DIWHU�D�UHDVRQDEOH�DPRXQW�RI�WLPH���%XW� 
UHJDUGOHVV�RI�WKDW��ZH�KDYH�WKH�DELOLW\�WR�WUDGH�RXU�VFRUHV��RU�PLOHDJH�FRXQW��IRU�WKLQJV�RI�JUHDW� 
YDOXH��$QG�WKH�VDPH�ZLOO�EH�WUXH�RI�RWKHU�GDWD�VFRUHV�IRU�RWKHU�WKLQJV�ZH�HQJDJH�LQ��LI�D�3'(� 
PRGHO�LV�DGRSWHG� 
� 
$GGLWLRQDOO\��YDULRXV�EXVLQHVVHV�DUH�XVLQJ�SHUVRQDO�GDWD�WR�PDNH�GHFLVLRQV�DERXW�XV��DQG� 
EDUULQJ�FURVV�VLWH�WUDFNLQJ�ZRQ W�VWRS�WKDW��6LWHV�WKDW�KDYH�SXEOLF�GDWD��VXFK�DV�7ZLWWHU��DUH� 
DYDLODEOH�WR�FUHDWH�D�VFRUH��YLD�VHUYLFHV�OLNH�.ORXW�FRP��7KHVH�VFRUHV�DUH�XVHG�E\�+RWHOV�DQG� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 
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/LIH�DQG�+HDOWK�,QVXUDQFH�FRPSDQLHV��ZKDW�ZH�NQRZ�RI�WR�GDWH��WR�UDWH�XVHUV�DQG�ILJXUH�SULFLQJ� 
DQG�XSJUDGDELOLW\�IRU�VHUYLFHV��8VHUV�QHHG�WR�EH�DEOH�WR�VHH�KRZ�WKH\�DSSHDU�WR�RWKHUV��DQG� 
D�3HUVRQDO�'DWD�6HUYLFH�ZRXOG�DOORZ�WKLV�SLFWXUH�DERXW�DOO�RXU�DFWLYLWLHV��PXFK�OLNH�D�0LOHDJH� 
6FRUH�WHOOV�\RX�ZKDW�\RX�FDQ�JHW�LQ�WKH�ZD\�RI�IUHH�WUDYHO��HWF� 
� 
6R�WKH�DQVZHU�LV�QRW�'R�1RW�7UDFN��7KH�DQVZHU�LV�WKDW�XVHUV�QHHG�WR�RZQ�DQG�FRQWURO�WKHLU� 
GDWD��KDYH�HDV\�ZD\V�WR�FRUUHFW�DQG�DJJUHJDWH�WKHLU�RZQ�ZRUWK�YLD�GDWD��VHH�LW�WKHPVHOYHV��DQG� 
VKDUH�LW�ZKHQ�WKH\�ZDQW�WR��,W�PD\�EH�WKDW�XVHUV�DJJUHJDWH�WKHLU�ERRN�SXUFKDVH�UHFRUGV�DFURVV� 
PDQ\�VLWHV��7KDW�GDWD�FRXOG�WKHQ�EH�VKDUHG�ZLWK�DQ�DSS�WKDW�KHOSV�ZLWK�ERRN�UHFRPPHQGDWLRQV� 
DQG�GLVFRXQWV�RQ�ERRN�SXUFKDVHV��DOO�ZLWKRXW�KDYLQJ�WR�EH�WUDFNHG�DFURVV�WKH�ZHE�LQ�XQVHHPO\� 
ZD\V��2QO\�WKRVH�LQWHUHVWHG�ZRXOG�XVH�WKH�DSS��DQG�ZRUN�GLUHFWO\�ZLWK�PDUNHWHUV�RQ�RIIHUV��ERRN� 
VWRUHV�RQ�SXUFKDVHV��DQG�LQ�ERRN�FOXEV�IRU�VRFLDO�LQWHUDFWLRQ� 
� 
:KDW�ZH�QHHG�LV�WR� &UHDWH�D�/HYHO�3OD\LQJ�)LHOG �DURXQG�'DWD�$JJUHJDWLRQ�DQG�6HUYLFHV� 
VR�WKDW�XVHUV�JHW�SURWHFWLRQ��DQG�DUH�LQ�FRQWURO�RI�WKHLU�RZQ�GDWD��DQG�ILUPV�DUH�LQFHQWLYL]HG�WR� 
JLYH�XV�VRPHWKLQJ�IRU�ZKDW�ZH�RZQ��LQ�D�WUDGH�MXVW�DV�PLOHDJH�VFRUHV�DUH�WUDGHG��$QG�WKRVH� 
WUDGHV�DUH�QRW�DERXW�WKH�WUDYHO�GHWDLO��DQG�WKH�3'(�PDUNHWSODFH�GRHVQ W�KDYH�WR�EH�HLWKHU��8VHUV� 
FRXOG�FKRRVH�ZKHWKHU�WR�WUDGH�WKH�GHWDLO��:LWK�D�FRPSHWLWLYH�PDUNHW��MXVW�OLNH�WKHUH�DUH�PDQ\� 
PLOHDJH�SURJUDPV�DQG�FRPSHWLWLRQ�LQ�WKH�WUDYHO�LQGXVWU\��XVHUV�ZRXOG�KDYH�RSWLRQV�DERXW�ZKHUH� 
WR�WUDGH�DQG�ZKDW�WKH\�ZDQW�WR�GR��2U�WKH\�FRXOG�QRW�HQJDJH�DW�DOO��DV�PDQ\�GRQ W�ZLWK�PLOHDJH� 
SURJUDPV� 
� 
+RZ�GR�ZH�PDQDJH�WKH�FRPSDQLHV�PDQDJLQJ�RXU�GDWD" 
� 
7RGD\�WKH�UHJXODWRU\�SDWFKZRUN�DVVRFLDWHG�ZLWK�GDWD�SURWHFWLRQ�PHDQV�WKDW�GLIIHUHQW�W\SHV� 
RI�GDWD�DUH�VXEMHFW�WR�GLIIHUHQW�SURWHFWLRQV�DIIHFWLQJ�KRZ�GLIIHUHQW�LQGXVWU\�VHFWRUV�XVH�DQG� 
FRPSHWH�LQ�UHODWLRQ�WR�SHUVRQDO�GDWD��L�H��+,3$$�GDWD�RU�ILQDQFLDO�GDWD�RU�HGXFDWLRQDO�GDWD�ZKLFK� 
DUH�VSHFLILFDOO\�UHJXODWHG�YHUVXV�RWKHU�SHUVRQDO�GDWD�ZKLFK�LV�QRW�YHU\�UHJXODWHG�� 
� 
)RU�H[DPSOH��*RRJOH�DQG�)DFHERRN�KDYH�YDVW�FROOHFWLRQV�RI�GDWD�DERXW�LQGLYLGXDOV��UHVXOWLQJ� 
IURP�WKHLU�DFWLYLWLHV�RQ�*RRJOH V�DQG�)DFHERRN V�VLWHV�DQG�V\VWHPV��ZKDW�XVHUV�FOLFN�RQ��ZKR� 
WKH\�NQRZ��ZKDW�WKH\�VHDUFK�IRU��ZKHUH�WKH\�JR��HWF��6LWHV�DQDO\]H�WKHVH�GDWD�VHWV�DQG�WKHQ� 
SURYLGH��UHOHYDQW��DGV�EDVHG�RQ�WKH�VLWH V�EHVW�JXHVV�DV�WR�WKH�XVHU V�DFWLYLWLHV�� 
� 
7RGD\�ZLWK�PRELOH�GHYLFHV�FRQQHFWHG�WR�WKH�ZHE��PRELOH�FDUULHUV�FROOHFW�D�YHU\�VLPLODU�VHW�RI� 
GDWD���ZKHUH�DQ�LQGLYLGXDO�JRHV��ZKRP�WKH\�FDOO�DQG�WH[W��ZKHUH�WKH\�JR�WR�RQ�WKH�ZHE���<HW� 
PRELOH�FDUULHUV�DUH�VXEMHFW�WR�YHU\�GLIIHUHQW��DQG�PRUH�VWULFW��UHJXODWRU\�UHJLPHV�ZKLFK�SURKLELW� 
WKHP�IURP�XVLQJ�WKLV�GDWD�DV�IUHHO\�DV�*RRJOH�DQG�)DFHERRN� 
� 
$�PRGHO�ZKHUH����LQGLYLGXDOV�FKRRVH�D�GDWD�VHUYLFH�SURYLGHU�ZKHUH�HDFK�LQGLYLGXDO�FROOHFWV� 
DQG�DJJUHJDWHV�WKHLU�GDWD�LQ�D�³GDWD�EDQN´�DQG����FDQ�IUHHO\�FRQVHQW�WR�SURYLGLQJ�DFFHVV�WR�LW�WR� 
�UG�DQG��WK�SDUW\�VHUYLFH�SURYLGHUV��ZLOO�UHVXOW�LQ�JUHDWHU�LQGLYLGXDO�GDWD�FRQWURO�ZKLOH�SURYLGLQJ� 
EXVLQHVVHV�ZLWK�PRUH�DFFXUDWH�DQG�FRPSUHKHQVLYH�SHUVRQDO��DW�ZKDWHYHU�OHYHO�SHRSOH�FKRRVH�� 
DQRQ\PRXV��SVHXGRQ\PRXV��RU�QDPHG��SURILOHV��FUHDWLQJ�HQRUPRXV�PDUNHW�DQG�EXVLQHVV� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 









�
 

RSSRUWXQLWLHV�EHFDXVH�WKH�EXVLQHVVHV�WKDW�ZDQW�WKHVH�LQWHUDFWLRQV�FDQ�FRXQW�RQ�WKH�GDWD�TXDOLW\� 
DQG�WKH�GHVLUH�WR�LQWHUDFW��5LJKW�QRZ��DGYHUWLVHUV�KDYH�LPSHUIHFW�GDWD�DQG�DUH�IRUFHG�WR��EX\��IDU� 
PRUH�UHDFK�WKDQ�LV�QHFHVVDU\�LQ�RUGHU�WR�JHW�WR�WKRVH�ZKR�DUH�LQWHUHVWHG� 
� 
.HHSLQJ�RXU�'DWD�IRU�D�/LIHWLPH��,I�:H�:DQW�WR�GR�VR� 
:KDW�LI�WKH�LQGLYLGXDO�FRXOG�FKRRVH�WR�UHWDLQ�DOO�RU�D�VXEVHW�RI�WKH�LQIRUPDWLRQ�DERXW�WKHPVHOYHV� 
IRU�DV�ORQJ�DV�WKH\�ZDQWHG"��7KLV�LV�D�JUDSK�WKDW�VKRZV�WRGD\ V�FXUUHQW�GDWD�HQYLURQPHQW�DQG�D� 
IXWXUH�ZKHUH�SHRSOH�DUH�LQ�FRQWURO�RI�WKHLU�RZQ�GDWD��DQG�WKH�RSSRUWXQLWLHV�DURXQG�RSW�LQ��PRUH� 
UHOLDEOH�GDWD�WKDQ�VWDONLQJ�XVHUV�VXUUHSWLWLRXVO\�FXUUHQWO\�SHUPLWV� 
� 

� 
7KH�UHG�OLQH�VKRZV�XV�ZKDW¶V�KDSSHQLQJ�WRGD\��VRPH�GDWD�DJJUHJDWRUV�DUH�QHFHVVDULO\�VHOI� 
UHJXODWLQJ�E\�OLPLWLQJ�WKH�DPRXQW�RI�WLPH�WKH\�NHHS�GDWD��DQG�JRYHUQPHQWV�DUH�OLPLWLQJ�GDWD� 
UHWHQWLRQ�DQG�DQRQ\PL]DWLRQ�SUDFWLFHV��$QG�PXFK�GDWD�WKDW�LV�FROOHFWHG�LV�ZLWKRXW�H[SOLFLW� 
SHUPLVVLRQ��RWKHU�WKDQ�WKURXJK�RQHURXV�SULYDF\�SROLF\�WKH�XVHU�DJUHHV�WR�RQFH��XVXDOO\��DQG� 
� 
7KH�JUHHQ�OLQH�VKRZV�XV�ZKDW�:28/'�KDSSHQ�LI�SHRSOH�ZHUH�JLYHQ�WKH�FDSDFLW\�WR�VWRUH� 
DQG�PDQDJH�WKHLU�RZQ�GDWD�±�LI�WKH\�FRXOG�NHHS�DV�PXFK�GDWD�DV�WKH\�ZDQWHG�IRU�DV�ORQJ� 
DV�WKH\�ZDQWHG��RU�QRW�DW�DOO��LQ�WKHLU�RZQ�GDWD�EDQNV��'LJLWDO�IRRWSULQWV�UHIOHFWLQJ�D�OLIHWLPH� 
FRXOG�EH�VKDUHG�ZLWK�IXWXUH�JHQHUDWLRQV��SHRSOH�FRXOG�VHOI�DVVHVV��DQG�DSSOLFDWLRQV�WKURXJK�D� 
PDUNHWSODFH�ZRXOG�HPHUJH�WR�FUHDWH�QHZ�EXVLQHVVHV�DQG�GDWD�XVHV�ZH�KDYHQ W�\HW�WKRXJKW�RI��� 
,Q�WKLV�XVHU�FHQWULF�PRGHO��WKH�LQGLYLGXDO�FDQ�DJJUHJDWH�LQIRUPDWLRQ�DERXW�WKHPVHOYHV��ZKHUH� 
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�
 

QHZ�FODVVHV�RI�VHUYLFHV�PRUH�VSHFLILF�WR�WKH�LQGLYLGXDO��EDVHG�RQ�GDWD�DFFHVVHG�ZLWK�XVHU� 
SHUPLVVLRQ��FDQ�HPHUJH� 
� 
7KH�IRXQGDWLRQ�RI�WKLV�HFRV\VWHP�LV�SHUVRQDO�GDWD�VWRUDJH�VHUYLFHV�WKDW�DUH�WRWDOO\�XQGHU�WKH� 
FRQWURO�RI�WKH�LQGLYLGXDO��%XW�D�XVHU�FHQWULF�LGHQWLW\�V\VWHP�QHHGV�WR�IXQFWLRQ�LQ�SDUWQHUVKLS� 
ZLWK�LW��VHSDUDWH�IURP�D�3'6��DQG�ZH�ZLOO�QHHG�D�UHJXODWRU\�UHJLPH�WKDW�VXSSRUWV�ERWK�RI�WKHVH� 
WHFKQRORJ\�VROXWLRQV�LQ�XVHU�FHQWULF�IRUP��ZKHUH�XVHUV�RZQ�DQG�FRQWURO�WKHLU�RZQ�GDWD� 
� 
7KHVH�QHZ�GDWD�DQG�LGHQWLW\�VHUYLFH�SURYLGHUV�ZLOO�EH�PRUH�YLDEOH�LI�LQGLYLGXDOV�FDQ�KDYH�VLPSOH� 
ZD\V�WR�OLQN�WKHLU�DFFRXQWV�DQG�GDWD�WRJHWKHU�LI�WKH�XVHU�GHVLUHV��HYHQ�ZKHQ�PXOWLIDFHWHG� 
LGHQWLW\�V\VWHPV�UHIOHFW�D�FRPSOH[�SHUVRQDO�RXWORRN�WR�WKH�ZRUOG��2QH�WKLQJ�WR�QRWH�LV�WKDW�LQ� 
V\VWHPV�WKDW�RIIHU�PXOWLSOH�IDFHWHG�LGHQWLWLHV�XQGHU�RQH�ORJLQ��WKDW�PHQ�UHSRUWHGO\�PDLQWDLQ�WZR� 
LGHQWLW\�IDFHWV��EXW�ZRPHQ�DUH�DYHUDJLQJ�VL[��WKLV�VWDWLVWLF�ZDV�UHSRUWHG�WR�XV�SHUVRQDOO\�IURP� 
LQGLYLGXDOV�DW�'LDVSRUD��WKH�RSHQ�VRXUFH�VRFLDO�QHWZRUN���,GHQWLW\�V\VWHPV�QHHG�WR�EH�IOH[LEOH� 
WR�DFFRPPRGDWH�XVHU�QHHGV�ZLWK�D�YDULHW\�RI�UHTXLUHPHQWV��$QG�RI�FRXUVH��VLPSOLI\LQJ�WKH�ORJLQ� 
DQG�SDVVZRUG�SUREOHP�SHRSOH�IDFH�RQOLQH�LV�VRPHWKLQJ�ZH�VXSSRUW�KHDUWLO\� 
� 
7KH�PRGHO�SUHVHQWHG�DERYH��D�3HUVRQDO�'DWD�(FRV\VWHP��3'(��ZKHUH�LQGLYLGXDOV�DUH�LQ�FRQWURO� 
RI�WKHLU�RZQ�GDWD��DOLJQV�ZLWK�WKH�LQWHUHVWV�RI�DOO�WKH�VWDNHKROGHUV�WKDW�ZH�DUH�VHHNLQJ�WR�EDODQFH�� 
2QO\�WKH�GDWD�VWDONHUV�ORVH� 
� 
&RPSDQLHV�ZKR�FROOHFW�SHUVRQDO�GDWD�ZLQ��%\�VKDULQJ�DQG�V\QFKURQL]LQJ�ZLWK�SHRSOH¶V� 
SHUVRQDO�GDWD�VWRUHV��FRPSDQLHV�JHW�IDU�PRUH�DFFXUDWH�LQIRUPDWLRQ��1HZ�VHUYLFHV�FDQ�EH� 
RIIHUHG�RQ�GDWD�VHWV��LQFOXGLQJ�GDWD�QRW�SUHYLRXVO\�SHUPLWWHG�WR�EH�XVHG�RU�DFFHVVHG�IRU� 
SURYLGLQJ�VHUYLFHV��WHOHSKRQH�ORJ�UHFRUGV�RU�PRELOH�JHR�ORFDWLRQ�GDWD��IRU�H[DPSOH���$QG� 
LQQRYDWLRQ�IRU�WKH�3'6�DQG�DSSOLFDWLRQV�PDUNHWSODFH�ZRXOG�EH�D�KXJH�QHZ�DUHD�RI�GHYHORSPHQW� 
IRU�VWDUWXSV�DQG�ODUJH�FRPSDQLHV�DOLNH� 
� 
3HRSOH�ZLQ��%\�FROOHFWLQJ��PDQDJLQJ��DQG�DXWKRUL]LQJ�DFFHVV�WR�WKHLU�RZQ�SHUVRQDO�GDWD��XVHUV� 
ZLOO�LQFUHDVH�WKHLU�WUXVW�DQG�XVH�RI�GLJLWDO�UHDOPV��7KLV�HPSRZHUV�SHRSOH�WR�ZRUN�WRJHWKHU�LQ� 
FRPPXQLWLHV�DQG�JURXSV�PRUH�HIILFLHQWO\�DQG�HIIHFWLYHO\��8VHUV�ZLOO�EH�DEOH�WR�VHH�WKHPVHOYHV� 
UHIOHFWHG��DQG�SDUWLFLSDWH�LQ�WUDQVDFWLRQV�PRUH�GLUHFWO\�ZLWK�YHQGRUV� 
� 
5HJXODWRUV��DGYRFDWHV��DQG�OHJLVODWRUV�ZLQ��%\�SURWHFWLQJ�SHRSOH�ZLWK�QHZ�IUDPHZRUNV�WKDW� 
DOVR�HQFRXUDJH�LQQRYDWLRQ�DQG�QHZ�EXVLQHVV�RSSRUWXQLWLHV��JRYHUQPHQW�FDQ�JLYH�SHRSOH�XVHIXO� 
WRROV�WR�LQWHUDFW�ZLWK�DJHQFLHV�EHFDXVH�XVHU V�LGHQWLWLHV�DUH�WUXVWHG�� 
� 
7KDQN�\RX�IRU�WKH�RSSRUWXQLW\�WR�VKDUH�RXU�ZRUOG�YLHZ�RQ�SHUVRQDO�GDWD���$WWDFKHG�EHORZ�SOHDVH� 
ILQG�RXU�VSHFLILF�DQVZHUV�WR�WKH�*UHHQ�3DSHU�TXHVWLRQV� 
� 
.DOL\D�+DPOLQ��([HFXWLYH�'LUHFWRU��3HUVRQDO�'DWD�(FRV\VWHP�&ROODERUDWLYH�&RQVRUWLXP 
GLUHFWRU#SHUVRQDOGDWDHFRV\VWHP�RUJ 
#LGHQWLW\ZRPDQ 
0RELOH�������������� 
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� 
0DU\�+RGGHU��&KDLUPDQ��3HUVRQDO�'DWD�(FRV\VWHP�&ROODERUDWLYH�&RQVRUWLXP 
8VHU�$GYRFDWH��)RXQGHU�DQG�(QWUHSUHQHXU 
PDU\#KRGGHU�RUJ 
#PDU\KRGGHU 
0RELOH�������������� 
� 
&R�6LJQHUV� 
� 
6DUDK�$OOHQ��&(2�%OD]LQJ�&RXG��,QF� 
6WDF\�%DQNV��&LWL]HQ 
-RVHSK�%R\OH��'HYHORSHU 
-XGLWK�%XVK��&LWL]HQ 
$OGR�&DVWHQDGD��3HUVRQDO�'DWD�(FRV\VWHP�3RGFDVW�DQG�&LWL]HQ 
-HQQHOOH�&URWKHUV��&LWL]HQ 
,DLQ�+HQGHUVRQ��0\GH[ 
(PLO\�+RZH��&LWL]HQ 
'ZLJKW�,UYLQJ��3K�'� 
-RH�-RKQVWRQ��5HVSHFW�1HWZRUN 
/LDQD�/HDK\��&LWL]HQ 
.HYLQ�0DUNV��0LFURIRUPDWV�RUJ 
'UXPPRQG�5HHG��5HVSHFW�1HWZRUN 
� 
$SSHQGL[��48(67,216�)25�&200(17�21�352326('�)5$0(:25. 
� 
� $UH�WKHUH�SUDFWLFDO�FRQVLGHUDWLRQV�WKDW�VXSSRUW�H[FOXGLQJ�FHUWDLQ�W\SHV�RI�FRPSDQLHV�RU� 
EXVLQHVVHV�IURP�WKH�IUDPHZRUN�±�IRU�H[DPSOH��EXVLQHVVHV�WKDW�FROOHFW��PDLQWDLQ��RU�XVH�D� 
OLPLWHG�DPRXQW�RI�QRQ�VHQVLWLYH�FRQVXPHU�GDWD" 
� 
8VHUV�GRLQJ�EXVLQHVV�ZLWK�D�FRPSDQ\�ZLWK�VLWHV�RI�VLPLODU�QDPH��VDPH�GRPDLQ�QDPH�H[DPSOH�� 
*PDLO�DQG�*RRJOH�VHDUFK�DQG�*RRJOH�GRFV��VKRXOG�H[SHFW�WKDW�WKRVH�VLWHV�ZLOO�PDLQWDLQ�GDWD� 
DERXW�WKHLU�FXVWRPHUV��7KLV�GDWD�FROOHFWLRQ�VKRXOG�EH�JRYHUQHG�E\�ODZ�DQG�D�VLWH�SULYDF\�SROLF\�� 
7KHUH�ZRXOG�WKHQ�EH�HYHU\�UHDVRQ�WR�H[SHFW�WKDW�VLWHV�ZH�GR�EXVLQHVV�ZLWK��LQFOXGLQJ�UHDGLQJ�� 
ZLOO�XQGHUVWDQG�DQG�WUDFN�XV�RQ�WKHLU�VLWHV�DORQH���UG�SDUWLHV�VKRXOG�QRW�EH�DOORZHG�WR�WUDFN�XV�� 
QRU�VKRXOG�VLWHV�H[SHFW�WR�WUDFN�XV�DIWHU�ZH�OHDYH�WKHLU�KRPH�VLWHV�WR�JR�WR�RWKHU�VLWHV�DFURVV�WKH� 
ZHE�� 
� 
:H�DGYRFDWH�D�UHJLPH�ZKHUH�HDFK�FRPSDQ\�LV�UHTXLUHG�WR�VKRZ�XVHUV�HYHU\WKLQJ�WKH�FRPSDQ\� 
KDV�RQ�WKH�XVHU��DOORZ�WKH�XVHU�WR�VXEPLW�FRUUHFWLRQV�RU�GHOHWH�GDWD��WDNH�D�FRS\�RI�WKH�GDWD� 
DQG�KDYH�LW�D�PDFKLQH�UHDGDEOH�IRUPDW�LI�WKH�XVHU�ZLVKHV��$QG�ZH�DGYRFDWH��WK�$PHQGPHQW� 
SURWHFWLRQ�IRU�WKHVH�GDWDVHWV��ZKHWKHU�WKH\�DUH�KHOG�E\�WKH�VLWH�D�XVHU�GRHV�EXVLQHVV�ZLWK��RU� 
KHOG�LQ�D�SHUVRQDO�GDWD�VHUYLFH��3'6��WKH\�KDYH�VHW�XS�IRU�VHOI�WUDFNLQJ�SXUSRVHV� 
� 
:H�EHOLHYH�VLWHV�ZLWK�PRUH�WKDQ������XVHUV�RU��������UHDGHUV�VKRXOG�EH�UHTXLUHG�WR�IROORZ�WKH� 
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DERYH��7KHVH�WKUHVKROGV�ZRXOG�VWLOO�DOORZ�IRU�VWDUWXSV�DQG�LQQRYDWLRQ��DQG�WKH�)7&��'2&�DQG� 
RWKHUV�ZRXOG�EH�DEOH�WR�NQRZ�ZKHQ�WR�WUDFN�D�VLWH�DIWHU�ODXQFK� 
� 
$GGLWLRQDOO\��VRPH�SHULRG�RI�WLPH�EHWZHHQ�DGRSWLRQ�RI�WKH�FKDQJH�DQG�HQIRUFHPHQW��FRXSOHG� 
ZLWK�FRQWHVWV�DQG�RIIHULQJV�IRU�RSHQ�VRXUFH�WKDW�FRXOG�HDVLO\�DOORZ�XVHUV�WR�JHW�WKHLU�GDWD�IURP� 
VLWHV��ZRXOG�DOORZ�VLWHV�WR�PDQDJH�XVHU�UHTXHVWV�LQ�DQ�DXWRPDWHG�IDVKLRQ� 
� 
)RU�H[DPSOH��D�:RUGSUHVV�SOXJLQ�FRXOG�DOORZ�XVHUV�WR�PDNH�FRPPHQWV�RQ�D�EORJ�RYHU�WLPH�� 
DQG�WKH�SOXJLQ�FRXOG�WKHQ�DOORZ�WKH�XVHU�WR�ORJLQ�DQG�KDYH�WKH�XVHU¶V�DFWLYLW\�VHQW�WR�WKHP�� 
6LPLODU�SOXJLQV�FRXOG�EH�GHYHORSHG�YLD�RSHQ�VRXUFH�FRQWHVWV�IRU�RWKHU�FRQWHQW�V\VWHPV�WKDW�DUH� 
FRPPRQO\�XVHG�RQ�WKH�ZHE�VXFK�DV�5XE\�RQ�5DLOV��-RRPOD��0RYDEOH�7\SH��3+3��HWF�� 
� 
� ,V�LW�IHDVLEOH�IRU�WKH�IUDPHZRUN�WR�DSSO\�WR�GDWD�WKDW�FDQ�EH�³UHDVRQDEO\�OLQNHG�WR�D� 
VSHFLILF�FRQVXPHU��FRPSXWHU��RU�RWKHU�GHYLFH´" 
� 
<(6��ZH�EHOLHYH�LW V�IDLU�WR�DGGUHVV�XVHU�LQIRUPDWLRQ�ZKLFK�FDQ�EH�OLQNHG�WR�WKH�XVHU�IURP�D�VLWH� 
WKH\�GR�EXVLQHVV�ZLWK��EDVHG�XSRQ�WKH�EXVLQHVV�FRQGXFWHG��LQ�WKH�3'(�IUDPHZRUN� 
� 
,I�D�XVHU�YLVLWV�D�VLWH��D�FRRNLH�DQG�SRVVLEOH�ORJLQ�PLJKW�EH�DOO�WKDW�FRQQHFWV�WKH�XVHU�WR�WKH�VLWH�� 
RU�WKH�XVHU�VKRXOG�EH�DEOH�WR�VWDWH�WKH\�GR�QRW�ZDQW�D�FRRNLH�PDLQWDLQHG� 
� 
,I�D�XVHU�HQJDJHV�ZLWK�D�VLWH�PRUH�WKDQ�MXVW�LQ�EURZVLQJ�PRGH��IRU�H[DPSOH�E\��SXUFKDVLQJ� 
VRPHWKLQJ��FUHDWLQJ�D�SURILOH��RU�FUHDWLQJ�FRQWHQW��WKH�XVHU�ZRXOG�WKHQ�KDYH�UHDVRQDEOH�OLQNV�WR� 
WKH�VLWH�DQG�DJDLQ��FRXOG�HLWKHU�PDLQWDLQ�D�FRRNLH�WR�IDFLOLWDWH�HDV\�ORJLQ�XSRQ�HDFK�VXEVHTXHQW� 
YLVLW��RU�RSW�RXW�RI�WKH�FRRNLH�� 
� 
8VHUV�FRXOG�HDVLO\�XQGHUVWDQG�DQG�H[SHFW�WKLV�OHYHO�RI�LQWHUDFWLRQ�DQG�WUDFNLQJ�MXVW�ZLWKLQ�WKH� 
VLWH V�SXUYLHZ� 
� 
+RZHYHU��XQGHU�D�3'(�IUDPHZRUN�DV�ZHOO�DV�D�'R�1RW�7UDFN�IUDPHZRUN��VLWHV�ZRXOG�EH�EDUUHG� 
IURP�WUDFNLQJ�WKH�XVHU�RXWVLGH�RI�WKH�ERXQGV�RI�WKH�VLWH�WKH�XVHU�GRHV�EXVLQHVV�ZLWK��DQG� 
XQGHU�WKH�3'6�IUDPHZRUN��XVHUV�ZRXOG�KDYH�DFFHVV�WR�WKHLU�RZQ�GDWD��WKH�ULJKW�WR�D�FRS\�DQG� 
XSGDWHV��DQG�ULJKWV�WR�GHOHWH�DQG�FRUUHFW�WKHLU�GDWD��'DWD�WKDW�H[LVWV�RQ�RWKHU�ZHEVLWHV�DQG� 
SODWIRUPV�ZRXOG�QRW�EH�DOORZHG�WR�EH�FROOHFWHG�IURP�RULJLQDWLQJ�VLWH��QRW�RQO\�WKURXJK�WUDFNLQJ�� 
EXW�WKURXJK�VHUYLFHV�OLNH�5DSOHDI��ZKLFK�IRU�H[DPSOH��KDYH�PDWFKHG�HPDLO�DGGUHVV�OLVWV�IURP� 
FRPSDQLHV�OLNH�)DFHERRN��WR�ILQG�HYHU\WKLQJ�DERXW�D�)DFHERRN�XVHU�DFURVV�WKH�ZHE��LQ�RUGHU� 
WR�UHSRUW�LW�EDFN�WR�)DFHERRN��2WKHU�IRUPV�RI�FROOHFWLRQ�DQG�FRUUHODWLRQ�VKRXOG�EH�SURKLELWHG�DV� 
ZHOO� 
� 
� +RZ�VKRXOG�WKH�IUDPHZRUN�DSSO\�WR�GDWD�WKDW��ZKLOH�QRW�FXUUHQWO\�FRQVLGHUHG�³OLQNDEOH�´� 
PD\�EHFRPH�VR�LQ�WKH�IXWXUH" 
� 
+DYLQJ�D�VWDQGDUG�WKDW�DSSOLHV�WR�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�PHDQV�WKDW�DV�FRPSDQLHV� 
GHWHUPLQH�WKDW�VRPHWKLQJ�LV�OLQNDEOH��L�H��ZH�WDNH�WKLV�WR�PHDQ�UHODWDEOH�EDFN�WR�D�VLQJOH�SHUVRQ� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 















�
 

RU�GHYLFH��LW�ZLOO�IDOO�XQGHU�WKH�3'(�DQG�'17�VWDQGDUGV���+RZHYHU��LI�ZH�KDYH�D�3'(�VWDQGDUG� 
DV�ZH YH�GHVFULEHG�DERYH�LQ�RXU�OHWWHU��LW�ZLOO�PHDQ�WKDW�DWWULEXWHV�ZLOO�EH�VHOHFWDEOH�LQ�DQ� 
DGYHUWLVLQJ�V\VWHP�IRU�VD\��DQ�DGYHUWLVHU�WR�EX\��EXW�WKH�DGYHUWLVHU�ZLOO�QHYHU�VHH�DQ\�VSHFLILF� 
GDWD�RI�XVHUV�ZKR�UHFHLYH�WKHLU�DGV� 
� 
)DFHERRN�WRGD\�RSHUDWHV�WKLV�VRUW�RI��DWWULEXWH��VDOH�IRU�DGYHUWLVLQJ�DQG�LV�DQ�H[FHOOHQW�PRGHO�IRU� 
D�3'(�HQYLURQPHQW��8QGHU�D�3'(�UHJLPH�DV�GHVFULEHG�DERYH��LI�RQO\�,�FDQ�WUDFN�P\VHOI��WKHQ� 
,¶P�GHFLGLQJ�ZKDW�WR�VKDUH��&RPSDQLHV�PD\�QRW�VKDUH�GDWD�RXWVLGH�WKHLU�RZQ�FRPSDQ\��%XW�LI� 
,�VD\�LQ�HIIHFW�³\HV��VKDUH�FHUWDLQ�DWWULEXWHV�ZLWK�EUDQGV�DQG�VLWHV�,�OLNH´��WKHQ�VRPH�LQIRUPDWLRQ� 
DERXW�PH�ZLOO�EH�DYDLODEOH�WR�WKRVH�,�VKDUH�LW�ZLWK��DQG�RWKHUV�ZLOO�QRW�EH�DEOH�WR�WUDGH�RU�VKDUH�LQ� 
P\�GDWD�DW�DOO� 
� 
:KHQ�D�ZHEVLWH�RU�PRELOH�FRPSDQ\�ZDQWV�WR�XVH�DQ�DGYHUWLVLQJ�V\VWHP��WKH\�ZLOO�QRW�SDVV�XVHU� 
GDWD�WR�WKH�DGYHUWLVHU�XQGHU�D�3'(�PRGHO��EXW�UDWKHU�ZRXOG�KDYH�WKH�DGYHUWLVHU�SDVV�WKH�VLWH� 
DGV�ZLWK�PDWFKLQJ�FRGHV�LQWR�WKH�VLWH�RU�FRPSDQ\�GLVSOD\LQJ�WKH�DGV��7KHQ�WKH�VLWH�RZQHU�ZRXOG� 
XVH�VRIWZDUH�WR�PDWFK�WKH�FRGHG�DGV�WR�WKHLU�XVHUV��7KH�DGYHUWLVHU�ZRXOG�QHYHU�VHH�DQ\�XVHU V� 
GDWD� 
� 
:KLOH�VRPH�RI�WKLV�WHFKQRORJ\�PD\�EH�QHZ�WR�PDQ\�ZHEVLWH�DQG�PRELOH�FRPSDQLHV��PDWFKLQJ� 
WHFKQRORJLHV�H[LVW�IRU�FRGLQJ�W\SHV�IRU�PDWFKLQJ��5LJKW�QRZ�PDQ\�RI�WKRVH�WHFKQRORJLHV�UHVLGH� 
ZLWK�DGYHUWLVHUV��EXW�WKHUH�LV�QR�UHDVRQ�D�VLWH�FRXOG�QRW�EX\�WKH�PDWFKLQJ�VRIWZDUH�GLUHFWO\�DQG� 
GR�WKH�DFWXDO�PDWFKLQJ�RI�D�XVHU�WR�WKH�DG�WKHPVHOYHV��,W�ZRXOG�UHTXLUH�D�FKDQJH�LQ�KRZ�VLWH� 
RZQHUV�PDQDJH�DGV�ZLWK�DGYHUWLVHUV��EXW�LW�ZRXOG�EH�D�ZD\�WR�SURWHFW�XVHU�GDWD�IURP�OHDYLQJ� 
WKH�RULJLQDO�VLWH���,Q�RWKHU�ZRUGV��ZKHQ�D�XVHU�LV�DW�D�VLWH��WKH\�DUH�GRLQJ�EXVLQHVV�ZLWK�WKDW� 
VLWH��KRZHYHU�OLJKWO\��$QG�WKH�VLWH�ZRXOG�LQ�WXUQ��NHHS�WKH�XVHU¶V�GDWD�ZLWKLQ�WKH�VLWH��IRU�WKH�DG� 
PDWFKLQJ�SURFHVV�XVLQJ�WKH�PDWFKLQJ�WRRO�LQWHUQDOO\�DJDLQVW�D�XVHU V�GDWD��7KH�XVHU�ZRXOG�EH� 
IDU�PRUH�SURWHFWHG�WKDQ�WRGD\��DV�DGYHUWLVLQJ�DQG�GDWD�PLQLQJ�FRPSDQLHV�ZRUN�WR�WUDFN�XVHUV� 
HYHU\ZKHUH�ZLWK�WHFKQLFDO�VWDONLQJ�PHWKRGV� 
� 
� ,I�LW�LV�QRW�IHDVLEOH�IRU�WKH�IUDPHZRUN�WR�DSSO\�WR�GDWD�WKDW�FDQ�EH�³UHDVRQDEO\�OLQNHG�WR�D� 
VSHFLILF�FRQVXPHU��FRPSXWHU��RU�RWKHU�GHYLFH�´�ZKDW�DOWHUQDWLYHV�H[LVW" 
� 
:H�EHOLHYH�LW�LV�IHDVLEOH�IRU�XVHU�GDWD�WR�EH�SURWHFWHG�ZLWKLQ�D�VLQJOH�VLWH��$PHULFDQ�FRPSDQLHV� 
GR�LW�IRU�(XURSHDQ�FXVWRPHUV�QRZ��:K\�FDQ¶W�WKHVH�VDPH�FRPSDQLHV�H[LVW�LQ�D�3'(�RU�'17� 
UHJLPH"� 
� 
,I�FRPSDQLHV�ZHUH�IRUFHG�WR�JLYH�XVHUV�D�FRS\�RI�WKHLU�GDWD��DOORZ�XVHUV�WR�FRUUHFW��GHOHWH�DQG� 
VHH�ZKDW�FRPSDQLHV�NQHZ�DERXW�WKHP��DQG�WKRVH�FRPSDQLHV�ZHUHQ W�DOORZHG�WR�VHOO�RU�WUDFN�XV� 
DFURVV�VLWHV��ZH�ZRXOG�WKHQ�RQO\�KDYH�WR�ZRUU\�DERXW�EDG�DFWRUV�WUDFNLQJ�DQG�FROOHFWLQJ�GDWD�RQ� 
XV��$W�WKDW�SRLQW��EDG�DFWRU�EHKDYLRUV�FRXOG�EH�DGGUHVVHG�E\�SURSHU�VHFXULW\�PHWKRGV��WKH������� 
H\HV��RU�FURZG�VRXUFLQJ��DQG�RWKHU�WHFKQLTXHV�WR�PDQDJH�VHUYLFHV�DQG�WHFKQRORJLHV�DFWLQJ� 
RXWVLGH�WKH�ODZ� 
� 
� $UH�WKHUH�UHOLDEOH�PHWKRGV�IRU�GHWHUPLQLQJ�ZKHWKHU�D�SDUWLFXODU�GDWD�VHW�LV�³OLQNDEOH´�RU� 
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PD\�EHFRPH�³OLQNDEOH´" 
� 
,Q�VRPH�ZD\V��WKLV�LV�OLNH�REVFHQLW\��\RX�NQRZ�LW�ZKHQ�\RX�VHH�LW��+RZ�FDQ�ZH�V\VWHPDWL]H�KRZ� 
D�PHWKRG�ZLWK�OLPLWHG�GDWD�VHWV�FDQ�SURGXFH�XQOLQNDELOLW\�WR�PDFKLQHV�RU�SHRSOH"� 
� 
:H�GR�NQRZ�WKDW�WKH�PRUH�DWWULEXWHV�DERXW�D�SHUVRQ�DUH�H[SRVHG��WKH�PRUH�OLNHO\�WKH\�DUH�WR�EH� 
LGHQWLILHG��$QG�ZH�NQRZ�WKDW�HDFK�SHUVRQ�KDV�WKHLU�PRUH�XQXVXDO�FKDUDFWHULVWLFV��VR�GHSHQGLQJ� 
RQ�ZKLFK�IHZ�DWWULEXWHV�DUH�VHOHFWHG��D�IHZ�SHRSOH�ZLOO�DOZD\V�EH�KLJKO\�LGHQWLILDEOH�EDVHG�XSRQ� 
WKH�DQVZHUV�WR�WKRVH�DWWULEXWHV� 
� 
)RU�H[DPSOH��JHQGHU��DJH�DQG�HWKQLFLW\�FRXOG�EH�DQVZHUHG�E\�WKHVH�FKDUDFWHULVWLFV��IHPDOH����� 
DQG�ZKLWH��+RZHYHU��D�IHPDOH�����DQG�,QXLW�ZRXOG�OLNHO\�EH�KLJKO\�LGHQWLILDEOH��� 
� 
(YHU\�FRPELQDWLRQ�RI�DWWULEXWHV�ZLOO�SURGXFH�VRPH�XQLTXHO\�LGHQWLILDEOH�SHRSOH� 
� 
0DQ\�LQ�WKH�RQOLQH�WUDFNLQJ�LQGXVWU\�DV�ZHOO�DV�VHDUFK�ILUPV�KDYH�FODLPHG�WKDW�GDWD�VXFK�DV�]LS� 
FRGH��DJH�DQG�JHQGHU�DUH�QRW�OLQNDEOH��DQG�\HW�ZH�NQRZ�IURP�SULYDF\�UHVHDUFKHUV¶�ZRUN�WKDW�LQ� 
PRVW�FDVHV��WKHVH�WKUHH�GDWD�SRLQWV�FDQ�OHDG�WR�D�VLQJOH�SHUVRQ��$QG�WKHUH�DUH�RWKHU�H[DPSOHV� 
RI�FODLPV�RI�XQ�LGHQWLILDELOLW\�WKDW�GLGQ W�SDQ�RXW� 
� 
:KHQ�VHDUFK�ILUPV�KDYH�DOORZHG�UHVHDUFKHUV�WR�ORRN�DW�VHDUFK�GDWD��KLGLQJ�WKH�XVHU¶V�LGHQWLI\LQJ� 
LQIRUPDWLRQ��ZKHUH�WKH�XVHU�LV�LQ�WKH�ORJJHG�LQ�VWDWH��RU�YLD�,3�DGGUHVV��WKH�GDWD�LGHQWLILHUV�DUH� 
UHSODFHG�ZLWK�D�UDQGRP�,'�QXPEHU�VWULQJ��DQG�FODLPHG�WKDW�WKH�XVHUV¶�LGHQWLWLHV�ZHUH�REVFXUHG�� 
WKH�IHZ�XVHUV�UHSRUWHUV�DWWHPSWHG�WR�WUDFN�GRZQ�ZHUH�HDVLO\�ILQGDEOH�DQG�TXLWH�VKRFNHG�WR�EH� 
IRXQG��VHH�WKH�$2/�VHDUFK�GDWD�FDVH��� 
� 
7KH�SUREOHP�ZLWK�DWWHPSWLQJ�WR�PDNH�IRUPXODLF�VRPH�PHWKRG�IRU�GHWHUPLQLQJ�ZKHQ�DQG�KRZ� 
OLQNDEOH�SHRSOH�DUH�E\�D�IHZ�DWWULEXWHV�RU�EHKDYLRUV��LV�WKDW�VRPH�ZLOO�DOZD\V�EH�VSHFLILFDOO\� 
LGHQWLILDEOH�DQG�VR�WKH�IRUPXOD�ZLOO�IDLO�� 
� 
,QVWHDG��ZH�VWURQJO\�UHFRPPHQG�WKH�3'(�UHJLPH�GHILQHG�DERYH��7KDW�UHJLPH�ZRXOG�DOORZ�RQO\� 
XVHUV�WR�DJJUHJDWH�WKHLU�RZQ�GDWD��DQG�WKHQ�WR�FRQWURO�WR�ZKRP�DQG�ZKHQ�WR�UHOHDVH�GDWD�DERXW� 
WKHPVHOYHV�ZKHQ�WKH\�ZDQW�WR����RQO\�XVHUV�FDQ�MXGJH�ZKLFK�VHWV�RI�SHUVRQDO�DWWULEXWHV�ZLOO�OHDG� 
EDFN�WR�WKHPVHOYHV�HYHU\�WLPH��$QG�WKRVH�XQLTXH�DWWULEXWHV�FDQ�WKHQ�EH�NHSW�SULYDWH��7KH�3'(� 
UHJLPH�ZRXOG�DOORZ�XVHUV�WR�PLPLF�ZKDW�ZH YH�GRQH�LQ�UHDO�VSDFH�IRU�HRQV��NHHS�SULYDWH�ZKDW� 
ZH�ZDQW�WR�DQG�UHOHDVH�ZKDW�ZH�IHHO�FRPIRUWDEOH�UHOHDVLQJ�ZKHQ�ZH�IHHO�FRPIRUWDEOH�DERXW�LW� 
� 
8QGHU�WKH�3'(�UHJLPH�ZKHUH�XVHUV�DUH�WKH�RQO\�RQHV�ZKR�FDQ�WUDFN�WKHPVHOYHV�IURP�VLWH�WR� 
VLWH��DQG�UHOHDVH�WKHLU�GDWD�DV�WKH\�ZLVK��ZH�ZRXOG�EH�IDU�OHVV�FRQFHUQHG�DERXW�WKH�OLQNDELOLW\�RI� 
GDWD�EDFN�WR�XVHUV�EHFDXVH�XVHUV�ZRXOG�EH�LQ�FRQWURO�RI�LW��DQG�VLWHV�ZRXOG�QRW�EH�DEOH�WR�VKDUH� 
LW�RIIVLWH� 
� 
� :KDW�WHFKQLFDO�PHDVXUHV�H[LVW�WR�³DQRQ\PL]H´�GDWD�DQG�DUH�DQ\�LQGXVWU\�QRUPV� 
HPHUJLQJ�LQ�WKLV�DUHD" 
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� 
&RPSDQLHV�VKRXOG�SURPRWH�FRQVXPHU�SULYDF\�WKURXJKRXW�WKHLU�RUJDQL]DWLRQV�DQG�DW�HYHU\�VWDJH� 
RI�WKH�GHYHORSPHQW�RI�WKHLU�SURGXFWV�DQG�VHUYLFHV��2EYLRXVO\���GHVLJQLQJ�IRU�SULYDF\��LV�D�NH\� 
FRPSRQHQW�VR�WKDW�WKHVH�SURWHFWLRQV�DUH�EXLOW�LQ�HDUO\��EXW�ZLWKRXW�WKH�UHJXODWRU\�KHOS�DURXQG� 
WKH�HGJHV��SURKLELWLQJ�DQ\WKLQJ�EXW�VHOI�WUDFNLQJ��DQG�VKDULQJ�RQO\�ZLWK�SHUPLVVLRQ����7KHUH�DUH� 
YDULRXV�PHDVXUHV�XVHG�ZLWKLQ�FRPSDQLHV�WR�NHHS�LGHQWLWLHV�IURP�EHLQJ�SDVVHG�DURXQG�DQG� 
HPSOR\HHV�NQRZLQJ�XVHU�LGHQWLWLHV��EXW�WKHVH�DUH�FUHDWHG�DQG�PDLQWDLQHG�RQ�D�FDVH�E\�FDVH� 
EDVLV��7KHUH�LV�QR�RSHQ�VRXUFH�FRGH�WKDW�ZH�NQRZ�RI�WKDW�LV�VSHFLILFDOO\�GHVLJQHG�WR�DQRQ\PL]H� 
XVHUV�ZLWKLQ�D�V\VWHP�XQGHU�DOO�FLUFXPVWDQFHV� 
� 
,QFRUSRUDWLQJ�VXEVWDQWLYH�SULYDF\�SURWHFWLRQV��VXFK�DV�D�SROLF\�WKDW�VD\V��RQO\�,�FDQ�WUDFN�P\VHOI� 
DFURVV�VLWHV��LQ�D�3'(�IUDPHZRUN�ZRXOG�JR�D�ORQJ�ZD\�WRZDUG�LQFHQWLYL]LQJ�WKH�GHYHORSPHQW� 
RI�WHFKQRORJLHV�WKDW�ZRXOG�ZRUN�WR�DQRQ\PL]H�XVHUV�LQ�UHDO�ZD\V���$GGLWLRQDOO\��ZH�DGYRFDWH� 
FRQWHVWV�DQG�LQFHQWLYH�SURJUDPV�WR�JHW�HQJLQHHUV�WR�FUHDWH�RSHQ�VRXUFH�FRGH�IRU�XVH�LQ� 
V\VWHPV�WKDW�ZLOO�KHOS��SULYDF\�E\�GHVLJQ��IURP�WKH�EHJLQQLQJ� 
� 
� $UH�WKHUH�VXEVWDQWLYH�SURWHFWLRQV��LQ�DGGLWLRQ�WR�WKRVH�VHW�IRUWK�LQ�6HFWLRQ�9�%�����RI�WKH� 
UHSRUW��WKDW�FRPSDQLHV�VKRXOG�SURYLGH�DQG�KRZ�VKRXOG�WKH�FRVWV�DQG�EHQHILWV�RI�VXFK� 
SURWHFWLRQV�EH�EDODQFHG" 
� 
<HV��&RPSDQLHV�VKRXOG�EH�IRUFHG�WR�VKDUH�DOO�GDWD�WKH�FRPSDQ\�KDV�RQ�D�XVHU��ZKHQ�DVNHG�IRU� 
E\�WKDW�XVHUV��DQG�FRQWLQXDOO\�DIWHU�WKDW��LI�UHTXHVWHG��&RPSDQLHV�VKRXOG�EH�UHTXLUHG�WR�DOORZ� 
XVHUV�WR�VHH�DOO�WKH�GDWD�FROOHFWHG�RQ�WKHP��DQG�WR�PDNH�WKDW�GDWD�DYDLODEOH�IRU�FROOHFWLRQ�RU� 
GHOHWLRQ��ZLWK�WKH�H[FHSWLRQ�RI�UHFHQW�LQIRUPDWLRQ��RU�LQIRUPDWLRQ�VXFK�DV�DFFRXQW�QDPH�DQG� 
SURILOH�GDWD�LQ�RUGHU�WR�NHHS�WKH�DFFRXQW�RSHQ����'DWD�VKRXOG�EH�DEOH�WR�EH�NHSW�IRU�ORQJHU�WKDQ� 
D�GHIDXOW�UHWHQWLRQ�SHULRG��LI�WKH�XVHU�DVNV��LI�RQO\�LQ�VFRUH�IRUP��WKLQN�RI�PLOHDJH�DFFRXQWV�ZKHUH� 
WKH�XVHU�KDV�D�PLOHDJH�VFRUH�WKDW�FDQ�UHODWH�PLOHDJH�WKDW�LV�VHYHUDO�\HDUV�ROG��EXW�ZKHUH�WKH� 
GHWDLOV�RI�ZKHUH�WKH�PLOHDJH�RULJLQDWH�IURP�GLVDSSHDU�DIWHU����PRQWKV� 
� 
,W�VHHPV�UHDVRQDEOH��UHJDUGLQJ�6HFWLRQ�9�%������WKDW�GDWD�RQ�XVHUV�VKRXOG�EH�FROODSVHG�DIWHU� 
D�SUHVFULEHG�SHULRG��VR�*36�GDWD�FRXOG�EH�NHSW�IRU���PRQWKV��VHDUFK�KLVWRU\���PRQWKV��VRFLDO� 
PHGLD�WUDLOV�IRU���PRQWKV��HWF��%XW�WKRVH�NLQGV�RI�GHWDLOV�QHHG�WR�EH�WKRXJKW�RXW�FDUHIXOO\��DQG� 
OLNHO\�ZLWK�SHRSOH�LQ�LQGXVWU\�DQG�LQ�XVHU�URXQGWDEOHV�WR�JHW�LW�ULJKW��7KHQ��FROODSVLQJ�WKH�GDWD� 
�DV�WKH�PLOHDJH�H[DPSOH�VKRZV��ZRXOG�PHDQ�WKDW�D�XVHU�FRXOG��IRU�H[DPSOH��KDYH�QXPEHUV� 
RI�YLVLWV�WR�SODFHV�VKRZQ��EXW�QRW�ZKHQ�RU�KRZ��DQG�ZRXOG�WKHQ�EH�DEOH�WR�GHOHWH��VD\��YLVLWV� 
WR�D�WKHUDSLVW��RU�YLVLWV�WR�KRPH��LI�WKH\�ZDQWHG�D�KRPH�DGGUHVV�NHSW�RXW�RI�WKHLU�UHFRUGV�� 
6RFLDO�PHGLD�GDWD�ZLWK�VSHFLILFLW\�PLJKW�EH�NHSW�LQ�D�3HUVRQDO�'DWD�6WRUH�WKDW�ZDV�ROGHU�WKDQ�D� 
UHWHQWLRQ�SHULRG�ZRXOG�RWKHUZLVH�VSHFLI\��EXW�WKH�VHUYLFH�PLJKW�RQO\�VKRZ�WKH�QXPEHU�RI�HQWULHV� 
D�SHUVRQ�KDG�PDGH��)DFHERRN�VWDWXV�XSGDWHV��DV�DQ�H[DPSOH��SULRU�WR�WKH�UHWHQWLRQ�SHULRG� 
VSHFLILHG��6R�LI�D�SHUVRQ�KDG�������VWDWXV�XSGDWHV�SULRU�WR�WKH�ODVW�\HDU��WKDW�VFRUH�FRXOG�EH� 
VKRZQ�WR�WKH�XVHU��EXW�WKH�DFWXDO�VWDWXV�XSGDWHV�ZRXOG�EH�GHOHWHG��DV�ZHOO�DV�IHG�LQWR�WKH�XVHU V� 
3HUVRQDO�'DWD�6WRUH�LI�WKDW�XVHU�GHVLUHG�LW��7KHQ�WKH�XVHU�FRXOG�GHFLGH�ZKHWKHU�WR�PDNH�WKRVH� 
VWDWXV�XSGDWHV�SXEOLF��RU�NHHS�WKHP��RU�ODWHU�WR�GHOHWH�WKHP��%XW�XOWLPDWHO\��WKH�XVHU�ZRXOG�KDYH� 
FRPSOHWH�FRQWURO�RYHU�WKHLU�RZQ�HQWULHV� 
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� 
� 6KRXOG�WKH�FRQFHSW�RI�³VSHFLILF�EXVLQHVV�SXUSRVH´�RU�³QHHG´�EH�GHILQHG�IXUWKHU�DQG��LI�VR�� 
KRZ" 
� 
<HV���VRPH�GHILQLWLRQV�VKRXOG�EH�FODULILHG�DQG�EXVLQHVVHV�VKRXOG�EH�UHTXLUHG�WR�SRVW�WKH�UHDVRQ� 
WKH\�DUH�FROOHFWLQJ�DQG�VWRULQJ�GDWD��DQG�VKDUH�WKDW�ZLWK�XVHUV�ZKHQ�WKH\�VKDUH�DOO�WKH�GDWD�WKH\� 
KDYH�ZLWK�HDFK�XVHU� 
� 
3XUSRVH�%LQGLQJ�VKRXOG�EH�HQDFWHG��VR�WKDW�LQGLYLGXDOV�FDQ�ILQG�RXW�ZKHWKHU�GDWD�VWRUHG�DERXW� 
WKHP�KDV�D�SXUSRVH��DQG�ZKHWKHU�LW�ZDV�FROOHFWHG�DQG�PDLQWDLQHG�SURSHUO\��,I�LW�ZDV�QRW��WKH\� 
VKRXOG�KDYH�WKH�SULYDWH�ULJKW�RI�DFWLRQ��6XEMHFWV�VKRXOG�DOVR�KDYH�D�ULJKW�WR�DFFHVV�WKH�GDWD� 
VWRUHG�DERXW�WKHP��:H�DUH�RQ�WKH�FXVS�RI�WRROV�EHLQJ�DEOH�WR�VXSSRUW�LQGLYLGXDOV�ZKR�ZLVK�WR� 
NHHS�WUDFN�RI�DOO�WKH�LQIRUPDWLRQ�WKH\�VKDUH�GLJLWDOO\��YLD�ZHE�IRUPV��DSSOLFDWLRQV�DQG�YLD�PRELOH� 
GHYLFHV����ZLWK�ZKLFK�FRPSDQ\�DQG�XQGHU�ZKLFK�FRQGLWLRQV��,I�D�FRQVXPHU V�UHFRUG�RI�WKHLU� 
RZQ�EHKDYLRU�DQG�DFWLRQV�GRHV�QRW�PDWFK�WKRVH�D�FRPSDQ\�OLVWV���WKDW�LV��WKH\�KDYH�D�SXUSRVH� 
ELQGLQJ�DQG�GDWH�RI�FROOHFWLRQ�EXW�WKH�FRQVXPHU�GRHV�QRW�KDYH�D�UHFRUG�RI�WKH�WUDQVDFWLRQ��WKLV� 
FRXOG�EH�JURXQGV�IRU�D�SULYDWH�ULJKW�RI�DFWLRQ� 
� 
� ,V�WKHUH�D�ZD\�WR�SUHVFULEH�D�UHDVRQDEOH�UHWHQWLRQ�SHULRG" 
� 
8VHUV�VKRXOG�EH�DEOH�WR�FKRRVH�WKLV�ZLWKLQ�FHUWDLQ�OLPLWV��0RVW�EXVLQHVVHV�ZRXOG�OLNHO\�ZDQW�WR� 
NHHS���PRQWKV�WR�D�\HDU�RI�GHWDLOHG�GDWD��KRZHYHU��LI�D�XVHU�ZDQWV�WR�JHW�DOO�WKHLU�GDWD�DQG�PRYH� 
LW��WKH\�PD\�ZDQW�WR�DVN�IRU�DQ\WKLQJ�D�EXVLQHVV�KDV��HYHQ�FROODSVHG�GDWD��IURP�DV�IDU�EDFN�DV� 
FDQ�EH�IRXQG��$IWHU�XVHUV�KDYH�KDG�D�FKDQFH�WR�JHW�WKHLU�GDWD��WKHQ�LW�ZRXOG�PDNH�VHQVH�IRU� 
EXVLQHVVHV�WR�NHHS�GDWD�IRU�WKDW�VKRUWHU�SHULRG��� 
� 
� 6KRXOG�WKH�UHWHQWLRQ�SHULRG�GHSHQG�XSRQ�WKH�W\SH�RU�WKH�VHQVLWLYLW\�RI�WKH�GDWD�DW�LVVXH"� 
)RU�H[DPSOH��GRHV�WKH�YDOXH�RI�LQIRUPDWLRQ�XVHG�IRU�EHKDYLRUDO�DGYHUWLVLQJ�GHFUHDVH�VR�TXLFNO\� 
WKDW�UHWHQWLRQ�SHULRGV�IRU�VXFK�GDWD�FDQ�EH�TXLWH�VKRUW" 
� 
7KH�YDOXH�RI�EHKDYLRUDO�GDWD�GRHV�GHFUHDVH�RYHU�WLPH��EXW�GDWD�VXEPLWWHG�E\�XVHUV�LQ�PDQ\� 
FDVHV�ZRXOG�OLNHO\�UHPDLQ�HIIHFWLYH�LQ�D�SURILOH��*HR�ORFDWLRQ�GDWD�DOVR�ZRXOG�GHFUHDVH�LQ�YDOXH�� 
7KHUH�DUH�PDQ\�NLQGV�RI�GDWD��DQG�WKH�XVHU�VKRXOG�EH�JLYHQ�WKH�FKRLFH�DERXW�KRZ�ORQJ�WR�NHHS� 
GDWD��ZKHQ�IHDVLEOH� 
� 
� +RZ�VKRXOG�WKH�VXEVWDQWLYH�SULQFLSOHV�VHW�IRUWK�LQ�6HFWLRQ�9�%�����RI�WKH�UHSRUW�DSSO\�WR� 
FRPSDQLHV�ZLWK�OHJDF\�GDWD�V\VWHPV" 
� 
$OO�SDUWLHV�QHHG�WR�VXSSRUW�RSHQ�VRXUFH�GDWD�GHOHWLRQ�DQG�UHWHQWLRQ�VRIWZDUH��VR�WKDW�OHJDF\� 
GDWD�V\VWHPV�FDQ�EH�FOHDQHG�RXW��$GGLWLRQDOO\��RSHQ�VRXUFH�GDWD�GHOHWLRQ�DQG�UHWHQWLRQ�V\VWHPV� 
QHHG�WR�EH�FUHDWHG�IRU�FXUUHQW�DQG�IXWXUH�GDWD�PDQDJHPHQW��7KHVH�RSHQ�VRXUFH�VRIWZDUH� 
SURJUDPV�FRXOG�EH�PDGH�WKURXJK�FRQWHVWV��PXFK�OLNH�WKH����P�FRQWHVW�V\VWHP�WKH�2EDPD� 
$GPLQLVWUDWLRQ�MXVW�DQQRXQFHG�RQ���������IRU�RWKHU�VRIWZDUH�GHYHORSPHQW�WKH\�NQRZ�DUH� 
QHHGHG�IRU�YDULRXV�UHDVRQV� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 



�
 

� 
� :KHQ�LW�LV�QRW�IHDVLEOH�WR�XSGDWH�OHJDF\�GDWD�V\VWHPV��ZKDW�DGPLQLVWUDWLYH�RU�WHFKQLFDO� 
SURFHGXUHV�VKRXOG�FRPSDQLHV�IROORZ�WR�PLWLJDWH�WKH�ULVNV�SRVHG�E\�VXFK�V\VWHPV" 
� 
7KHUH�DUH�VLWXDWLRQV�ZKHUH�V\VWHPV�DUH�QRW�DEOH�WR�XSGDWH��FROODSVH�LQWR�QRQ�LGHQWLILDEOH�GDWD�� 
HWF��&RPSDQLHV�VKRXOG�WKHQ�EH�UHTXLUHG�WR�GHOHWH�ROG�GDWD��ZKHQ�IHDVLEOH��,I�WKH\�DUH�IRXQG�WR� 
EH�VHOOLQJ�ROG�GDWD�WKDW�IDOOV�XQGHU�WKLV�FDWHJRU\�WKDW�VKRXOG�KDYH�EHHQ�GHOHWHG��WKHUH�VKRXOG�EH� 
SHQDOWLHV�GHSHQGLQJ� 
� 
� &DQ�FRPSDQLHV�PLQLPL]H�RU�RWKHUZLVH�PRGLI\�WKH�GDWD�PDLQWDLQHG�LQ�OHJDF\�GDWD� 
V\VWHPV�WR�SURWHFW�FRQVXPHU�SULYDF\�LQWHUHVWV" 
0DLQWDLQ�FRPSUHKHQVLYH�GDWD�PDQDJHPHQW�SURFHGXUHV 
� 
,W�GHSHQGV��'HSHQGLQJ�RQ�WKH�W\SHV�RI�GDWD�FROOHFWHG��WKH�W\SHV�RI�EDFNXSV�DQG�OHJDF\�V\VWHPV�� 
WKH�NLQGV�RI�VWDIILQJ�UHVRXUFHV��WKLQN�VWDUWXSV�WKDW�UHPDLQ�LQ�D�]RPELH�VWDWH��DQG�WKDW�FDQQRW� 
SD\�VWDII�WR�GHOHWH�RQO\�GDWD�RU�WR�ZULWH�WKH�FRGH�WR�GHOHWH��IRU�H[DPSOH���FRPSDQLHV�PD\�QRW�EH� 
DEOH�WR�GHOHWH�ROG�GDWD��+RZHYHU��ZKDW�WKH\�FDQ�HDVLO\�GR�LV�GHVWUR\�ROG�GDWD�DQG�EH�SHQDOL]HG� 
IRU�VHOOLQJ�LW�RU�GRLQJ�DQ\WKLQJ�ZLWK�LW�RWKHU�WKDQ�GHVWUR\�LW���7KH�NH\�LV�WR�ILJXUH�RXW�ZKDW�LV� 
UHDVRQDEOH��DQG�WKHQ�SHQDOL]H�WKH�VHOOLQJ�RI�ROG�GDWD� 
� 
� +RZ�FDQ�WKH�IXOO�UDQJH�RI�VWDNHKROGHUV�EH�JLYHQ�DQ�LQFHQWLYH�WR�GHYHORS�DQG�GHSOR\� 
SULYDF\�HQKDQFLQJ�WHFKQRORJLHV" 
� 
&RQWHVWV��RSHQ�VRXUFH�FKDOOHQJHV��HGXFDWLRQ��ZRUNVKRSV�KHOG�E\�SULYDWH�HQWLWLHV�IRU�OHDUQLQJ� 
DERXW�EXLOGLQJ�IRU�SULYDF\�LQFOXGLQJ�ROG�GDWD�PDQDJHPHQW��HWF� 
� 
� :KDW�UROHV�VKRXOG�GLIIHUHQW�LQGXVWU\�SDUWLFLSDQWV�±�H�J���EURZVHU�YHQGRUV��ZHEVLWH� 
RSHUDWRUV��DGYHUWLVLQJ�FRPSDQLHV�±�SOD\�LQ�DGGUHVVLQJ�SULYDF\�FRQFHUQV�ZLWK�PRUH�HIIHFWLYH� 
WHFKQRORJLHV�IRU�FRQVXPHU�FRQWURO" 
� 
5DWKHU�WKDQ�WU\LQJ�WR�FRQWURO�DQ�DUPV�UDFH�ZLWK�EURZVHU�FRQWUROV�IRU�WKH�VXSSUHVVLRQ�RI�GDWD�� 
UHO\LQJ�RQ�ZHEVLWH�RSHUDWRUV�DQG�DGYHUWLVHUV�GRLQJ�WKH�³ULJKW�WKLQJ´�EHFDXVH�WKH\�DUH�³VHOI� 
UHJXODWLQJ�´�ZH�QHHG�WR�IDFH�IDFWV�WKDW�HQWLWLHV�ZLOO�FROOHFW�DQG�VHOO�GDWD�LI�LW¶V�OHJDO��7KRVH�WKDW� 
RSHUDWH�RXWVLGH�WKH�ERXQGV�RI�WKH�ODZ�FDQ�EH�GHDOW�ZLWK�YLD�HQIRUFHPHQW��EXW�PRVW�SOD\HUV�ZLOO�� 
JLYHQ�VWULFW�SURKLELWLRQV�DQG�SHQDOWLHV��IROORZ�WKH�UXOHV� 
� 
:H�QHHG�JRYHUQPHQW�UHJXODWLRQ�WR�GHIHQG�XVHU�ULJKWV��VR�WKDW�FRPSDQLHV�DQG�RWKHU�HQWLWLHV�SOD\� 
IDLU�ZLWK�XVHU�GDWD�DQG�SXW�XVHUV�EDFN�LQ�D�SRVLWLRQ�WKDW�FRQVLGHUV�WKHLU�QHHGV�DQG�ZDQWV�ZLWK� 
WKHLU�RZQ�GDWD� 
� 
� ,V�WKH�OLVW�RI�SURSRVHG�³FRPPRQO\�DFFHSWHG�SUDFWLFHV´�VHW�IRUWK�LQ�6HFWLRQ�9�&�����RI�WKH� 
UHSRUW�WRR�EURDG�RU�WRR�QDUURZ" 
� 
7KH�OLVW�LV�UHDVRQDEOH��EXW�FRQVLGHULQJ�WKDW�QHZ�WHFKQRORJLHV�DUH�GHYHORSHG�DOO�WKH�WLPH��LW� 
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VHHPV�WKDW�GHILQLQJ�GDWD�DV�³FRPPRQO\�DFFHSWHG´�IURP�XVHUV�FRPSDUHG�WR�GDWD�WKDW�LVQ¶W�D� 
FRPPRQO\�DFFHSWHG�SUDFWLFH�LV�VKRUW�VLJKWHG� 
� 
5DWKHU��ZH�UHFRPPHQG�WKDW�\RX�UHTXLUH�WKDW�VLWHV�VKDUH�DOO�GDWD�WKH\�FROOHFW�IURP�XVHUV��ZLWK�WKH� 
DELOLW\�WR�FRUUHFW��GHOHWH�DQG�KDYH�WKHLU�RZQ�FRS\��,I�\RX�GLG�WKDW��VLWHV�ZRXOG�ILQG�WKDW�VXQVKLQH� 
DQG�XVHU�DWWHQWLRQ�ZRXOG�FDXVH�WKH\�WR�HLWKHU�PDNH�D�JRRG�FDVH�IRU�ZKDWHYHU�GDWD�FROOHFWLRQ� 
WKH\�DUH�GRLQJ��RU�VKXW�LW�GRZQ��� 
� 
/HW¶V�JHW�XVHUV�LQWHUDFWLQJ�ZLWK�WKHLU�GDWD�DQG�OHW�WKHP�GHFLGH�ZKDW�LV�IDLU��,I�LW¶V�RXWVLGH�WKH� 
ERXQGV�RI��VW�SDUW\�LQWHUDFWLRQV��RU�WKH�SROLF\�RI�KDYLQJ�XVHUV�UHFHLYLQJ��FRUUHFWLQJ�DQG�GHOHWLQJ� 
WKHLU�GDWD��GDWD�FROOHFWRUV�ZRXOG�WKHQ�EH�VXEMHFW�WR�)7&�UXOHV�DQG�SHQDOWLHV� 
� 
� $UH�WKHUH�SUDFWLFHV�WKDW�VKRXOG�EH�FRQVLGHUHG�³FRPPRQO\�DFFHSWHG´�LQ�VRPH�EXVLQHVV� 
FRQWH[WV�EXW�QRW�LQ�RWKHUV" 
� 
7KH�SUDFWLFH�DURXQG�XVHUV¶�GDWD�WKDW�VKRXOG�EH�FRPPRQO\�DFFHSWHG�LV�RQH�ZKHUH�XVHUV¶�GDWD� 
RQO\�VWD\V�ZLWKLQ�WKH��VW�SDUW\�EXVLQHVV��$QG�WKDW�XVHUV�JHW�WR�VHH��KROG��WRXFK��GHOHWH�DQG� 
FRUUHFW�WKHLU�RZQ�GDWD�� 
� 
� :KDW�W\SHV�RI�ILUVW�SDUW\�PDUNHWLQJ�VKRXOG�EH�FRQVLGHUHG�³FRPPRQO\�DFFHSWHG� 
SUDFWLFHV´" 
� 
$Q\�GDWD�FROOHFWLRQ�WKDW�RFFXUV�RQ�D�VLQJOH�VLWH�LQ�WKH�VKRUW�WHUP��ZLWKLQ�WKH�WLPH�IUDPHV�ZKHUH� 
GDWD�FROOHFWLRQ�LV�DJUHHG�WR�EH�UHDVRQDEOH�DV�DGGUHVVHG�LQ�DQRWKHU�SDUW�RI�WKLV�OHWWHU��ZRXOG�EH� 
UHDVRQDEOH��DV�ORQJ�DV�WKH�EXVLQHVV�LV�UHTXLUHG�WR�WXUQ�RYHU�DOO�GDWD�FROOHFWHG�WR�WKH�XVHU��7KLV� 
ZRXOG�LQFOXGH�WUDFNLQJ�WKH�XVHU��FROOHFWLQJ�GDWD�IURP�LQWHUDFWLRQV�RQ�DQG�ZLWK�WKH�VLWH��DQG�WKDW� 
WKH�XVHU�KDV�WKH�DELOLW\�WR�GHOHWH��FRUUHFW�DQG�KROG�WKH�GDWD� 
� 
:LWK�WKDW�LQ�PLQG��LI�D�VLWH�WKHQ�XVHG�GDWD�WKH\�KDG�FROOHFWHG�DV�D��VW�SDUW\�WR�D�XVHU��WR�DSSO\� 
VRPH�NLQG�RI�DGYHUWLVLQJ�PDWFKLQJ�WR�WKH�XVHU��ZLWKLQ�WKHLU�RZQ�FRPSDQ\�ERXQGV��WKDW�ZRXOG�EH� 
UHDVRQDEOH� 
� 
7KH�NH\�HOHPHQW�RI�D�VFHQDULR�OLNH�WKLV�LV�WKDW�WKH��VW�SDUW\�WR�WKH�XVHU�ZRXOG�KDYH�WR�PDLQWDLQ� 
DOO�GDWD��VKDUH�LW�ZLWK�WKH�XVHU��DQG�GR�WKH�PDWFKLQJ�WKHPVHOYHV�LQWHUQDOO\�ZLWK�WRROV��LQVWHDG�RI� 
DOORZLQJ�WKH�XVHU�GDWD�RXWVLGH�WKH�ERXQGV�RI�WKH�FRPSDQ\��DQG�WKH�XVHU�ZRXOG�KDYH�QRWLFH�DQG� 
WKH�DELOLW\�WR�FRUUHFW�DQ\�GDWD�DERXW�WKHPVHOYHV� 
� 
� (YHQ�LI�ILUVW�SDUW\�PDUNHWLQJ�LQ�JHQHUDO�PD\�EH�D�FRPPRQO\�DFFHSWHG�SUDFWLFH��VKRXOG� 
FRQVXPHUV�EH�JLYHQ�D�FKRLFH�EHIRUH�VHQVLWLYH�GDWD�LV�XVHG�IRU�VXFK�PDUNHWLQJ" 
� 
<HV��,I�FRPSDQLHV�DUH�UHTXLUHG�WR�VKDUH�DQ\�GDWD�WKH\�FROOHFW�DERXW�D�XVHU��DQG�WKH�XVHU�LV� 
DOORZHG�WR�FRUUHFW�DQG�GHOHWH�GDWD��GHOHWLRQ�VKRXOG�SUREDEO\�EH�FRQVWUDLQHG�VR�WKDW�IDLUQHVV�LV� 
SUHVHUYHG�IRU�WKH�FRPSDQ\�LQ�WHUPV�RI�WKHLU�DELOLW\�WR�PDQDJH�WKH�VLWXDWLRQ�UHDVRQDEO\���WKHQ� 
XVHUV�ZRXOG�KDYH�FKRLFH�DERXW�KRZ�VHQVLWLYH�GDWD�LV�XVHG�IRU�PDUNHWLQJ� 

3HUVRQDO�'DWD�(FRV\VWHP�UHVSRQVH�WR�)7&�'R�1RW�7UDFN�3URSRVDO�������� 



�
 

� 
� 6KRXOG�ILUVW�SDUW\�PDUNHWLQJ�EH�OLPLWHG�WR�WKH�FRQWH[W�LQ�ZKLFK�WKH�GDWD�LV�FROOHFWHG�IURP� 
WKH�FRQVXPHU" 
� 
)RU�VLWHV�ZLWK�PXOWLSOH�SODWIRUPV��ZHE�DQG�PRELOH�DQG�LQ�SHUVRQ��IRU�H[DPSOH��XVLQJ�GDWD�RQO\� 
LQ�RQH�FRQWH[W�VHHPV�RQHURXV�IRU�WKH�EXVLQHVV�DQG�QRW�JUHDW�IRU�WKH�XVHU��8VHUV�H[SHFW�WKDW� 
ZKHQ�IRU�H[DPSOH��WKH\�SXUFKDVH�VRPHWKLQJ�DW�$SSOH�FRP��WKHQ�UHFHLYH�LW�LQ�WKH�PDLO��VHW�XS� 
VHUYLFHV�DQG�EX\�DSSV�RQ�WKHLU�$SSOH�GHYLFH��DQG�WKHQ�JR�LQWR�WKH�$SSOH�VWRUH��WKDW�$SSOH� 
KDV�WKH�XVHU¶V�UHFRUGV�DQG�SXUFKDVHV�WRJHWKHU�DQG�LV�UHDG\�WR�SURYLGH�VHUYLFH��/LPLWLQJ�WKDW� 
ZRXOG�EH�ULGLFXORXV��$V�ZRXOG�OLPLWLQJ�D�PRELOH�DQG�ZHEVLWH�FDUULHU�IURP�DGYHUWLVLQJ�EDVHG� 
XSRQ�WKHLU�LQWHUDFWLRQV�ZLWK�D�XVHU��)RU�H[DPSOH��LI�D�XVHU�FKHFNV�LQ�DW�D�ORFDWLRQ�YLD�PRELOH� 
GHYLFH�RQ�)RXUVTXDUH��DQG�XVHV�WKH�)RXUVTXDUH�ZHEVLWH�ODWHU�RIIHUV�WKH�XVHU�D�GHDO�EDVHG�XSRQ� 
WKH�PRELOH�FKHFN�LQ��WKDW�WRR�LV�FRPSOHWHO\�UHDVRQDEOH��:KHUH�LW�JHWV�FUHHS\�LV�LI�WKH�ORFDWLRQ� 
FRPSDQ\�ZHUH�WR�VHOO�WKDW�GDWD�WR�DQ�DGYHUWLVHU��DQG�ODWHU�D�ORFDWLRQ�PDWFKHG�DGYHUWLVHPHQW� 
ZHUH�WR�VKRZ�XS�VD\��LQ�D�ZHE�VHDUFK�RQ�*RRJOH��1RW�JRRG��+RZHYHU��LI�XVHU�GDWD�FROOHFWLRQ�LV� 
OLPLWHG�ZLWKLQ�D��VW�SDUW\�EXVLQHVV��WKHQ�ZH�DUH�ILQH�ZLWK�PXOWLSOH�FRQWH[WV��� 
� 
:H�ZRXOG�UHFRPPHQG�WKDW�DV�ORQJ�DV�WKH�XVHU�KDV�DFFHVV�WR�WKHLU�GDWD��WKH�DELOLW\�WR�GHOHWH� 
DQG�KROG�LW��DOO�WKH�GDWD�FROOHFWHG�IURP�D��VW�SDUW\�VKRXOG�EH�DOORZDEOH�WR�XVH�IRU�DGYHUWLVLQJ� 
SXUSRVHV�ZLWKLQ�WKH�ERXQGV�RI�WKH��VW�SDUW\¶V�SODWIRUPV�LQ�DOO�FRQWH[WV�ZKHUH�WKDW�XVHU�GHDOV�ZLWK� 
WKDW�EXVLQHVV� 
� 
� )RU�LQVWDQFH��LQ�WKH�RQOLQH�EHKDYLRUDO�DGYHUWLVLQJ�FRQWH[W��&RPPLVVLRQ�VWDII�KDV�VWDWHG� 
WKDW�ZKHUH�D�ZHEVLWH�SURYLGHV�UHFRPPHQGDWLRQV�RU�RIIHUV�WR�D�FRQVXPHU�EDVHG�RQ�KLV�RU�KHU� 
SULRU�SXUFKDVHV�DW�WKDW�ZHEVLWH��VXFK�SUDFWLFH�FRQVWLWXWHV�ILUVW�SDUW\�PDUNHWLQJ��$Q�DQDORJRXV� 
RIIOLQH�H[DPSOH�ZRXOG�LQFOXGH�D�UHWDLOHU�RIIHULQJ�D�FRXSRQ�WR�D�FRQVXPHU�DW�WKH�FDVK�UHJLVWHU� 
EDVHG�XSRQ�WKH�FRQVXPHU¶V�SULRU�SXUFKDVHV�LQ�WKH�VWRUH��,V�WKHUH�D�GLVWLQFWLRQ��KRZHYHU��LI�WKH� 
RZQHU�RI�WKH�ZHEVLWH�RU�WKH�RIIOLQH�UHWDLOHU�VHQGV�RIIHUV�WR�WKH�FRQVXPHU�LQ�DQRWKHU�FRQWH[W�±�IRU� 
H[DPSOH��YLD�SRVWDO�PDLO��HPDLO��RU�WH[W�PHVVDJH"�6KRXOG�FRQVXPHUV�KDYH�DQ�RSSRUWXQLW\�WR� 
GHFOLQH�VROLFLWDWLRQV�GHOLYHUHG�WKURXJK�VXFK�PHDQV��DV�SURYLGHG�E\�H[LVWLQJ�VHFWRUDO�ODZV" 
� 
1R���DOO�ILUVW�SDUW\�LQWHUDFWLRQV�DUH�RND\�DV�ORQJ�DV�WKH\�DUH�EDVHG�XSRQ�D�ILUVW�SDUW\�UHODWLRQVKLS� 
ZLWK�XVHUV�� 
� 
$V�VWDWHG�EHIRUH��ZH�EHOLHYH�WKDW�LI�XVHUV�KDYH�ULJKWV�WR�VHH�DOO�GDWD�FROOHFWHG�DERXW�WKHP��WR� 
KROG�LW��FRUUHFW�LW�DQG�GHOHWH�LW��HDVLO\��WKDW�SUREOHP�EXVLQHVVHV�ZLOO�EH�VWURQJO\�LQFHQWLYL]HG�WR�IL[� 
WKHLU�SUDFWLFHV�RU�ULVN�ORVLQJ�FXVWRPHUV� 
� 
� 6KRXOG�PDUNHWLQJ�WR�FRQVXPHUV�E\�FRPPRQO\�EUDQGHG�DIILOLDWHV�EH�FRQVLGHUHG�ILUVW�SDUW\� 
PDUNHWLQJ" 
� 
,I�*RRJOH�PDUNHWV�*0DLO��,�GRQ¶W�WKLQN�XVHUV�ZRXOG�KDYH�D�SUREOHP�ZLWK�LW����LW¶V�DOO�D�SDUW�RI�WKH� 
VDPH�EXVLQHVV��%XW�LI�WKH�EXVLQHVV�LVQ¶W�RZQHG�E\�WKHLU�³DIILOLDWHV´�HYHQ�LI�WKH\�PDNH�D�PDUNHWLQJ� 
GHDO�WR�VKDUH�D�EUDQG��ZH�EHOLHYH�ILUVW�SDUW\�GDWD�RQ�XVHUV�VKRXOGQ¶W�EH�VKDUHG� 
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� 
+RZHYHU��LI�XVHUV�DUH�DVNHG�WR�KDYH�WKHLU�GDWD�VKDUHG�ZLWK�DQ�³DIILOLDWH´�DQG�D�XVHU�DJUHHV��WKHQ� 
LW�ZRXOG�EH�RND\�WR�VKDUH�WKH�GDWD��EHFDXVH�WKH�XVHU�KDG�JLYHQ�SHUPLVVLRQ� 
� 
� 
� +RZ�VKRXOG�WKH�SURSRVHG�IUDPHZRUN�KDQGOH�WKH�SUDFWLFH�RI�GDWD�³HQKDQFHPHQW�´� 
ZKHUHE\�D�FRPSDQ\�REWDLQV�GDWD�DERXW�LWV�FXVWRPHUV�IURP�RWKHU�VRXUFHV��ERWK�RQOLQH�DQG� 
RIIOLQH��WR�HQULFK�LWV�GDWDEDVHV"�6KRXOG�FRPSDQLHV�SURYLGH�FKRLFH�DERXW�WKLV�SUDFWLFH" 
� 
7KLV�SUDFWLFH�VKRXOG�EH�VWULFWO\�SURKLELWHG��,I�D�XVHU�ZDQWV�WR�VKDUH�PRUH�DERXW�WKHPVHOYHV�WKDQ� 
WKH\�KDYH�DOUHDG\�ZLWK�D�EXVLQHVV��WKDW�EXVLQHVV�PLJKW�DVN�WKH�XVHU�LI�WKH\�FDQ�KDYH�DGGLWLRQDO� 
GDWD��DQG�PD\�HYHQ�RIIHU�WKH�XVHU�VRPHWKLQJ�IRU�WKH�VKDUHG�GDWD� 
� 
:KDW��IRU�H[DPSOH��)DFHERRN�GRHV�QRZ��DV�WKH\�VKDUH�RXU�HPDLO�DGGUHVVHV�ZLWK�5DSOHDI��D� 
GDWD�FROOHFWLRQ�FRPSDQ\��DQG�5DSOHDI�WKHQ�PDWFKHV�WKRVH�HPDLO�DGGUHVVHV�XVLQJ�WKH�DSLV�RI� 
RWKHU�FRPSDQLHV�WR�³ILQG´�WKH�XVHU�LQ�RWKHU�SODFHV�VR�WKH�XVHU�FDQ�EH�PDWFKHG��LV�XQHWKLFDO�DQG� 
QRW�ZKDW�WKH�XVHU�H[SHFWV�ZKHQ�WKH\�JR�WR�D�VLWH�DQG�SURYLGH�DQ�HPDLO�DGGUHVV�IRU�ORJLQ�WR�WKH� 
VLWH� 
� 
� :KDW�LV�WKH�PRVW�DSSURSULDWH�ZD\�WR�REWDLQ�FRQVHQW�IRU�SUDFWLFHV�WKDW�GR�QRW�IDOO�ZLWKLQ� 
WKH�³FRPPRQO\�DFFHSWHG´�FDWHJRU\" 
� 
6LWHV�FRXOG�³SLQJ´�D�XVHU��FRQWDFW�WKHP�LQ�VRPH�IRUP�DV�WKH�XVHU�KDV�LQGLFDWHG�WKH\�ZDQW�WR�EH� 
FRQWDFWHG��DW�KLV�RU�KHU�GDWD�EDQN��ZKHUH�WKH�XVHU�PD\�GHFOLQH�WR�DQVZHU�VXFK�UHTXHVWV��GHFOLQH� 
WKDW�SDUWLFXODU�UHTXHVW��RU�DFFHSW�WKH�UHTXHVW�IRU�LQIRUPDWLRQ��� 
� 
2U��D�ILUVW�SDUW\�VLWH�FRXOG�PDNH�WKH�UHTXHVW�WKURXJK�WKH�SODWIRUP�WKH\�FXUUHQWO\�XVH�WR�LQWHUDFW� 
ZLWK�WKH�XVHU� 
� 
6LQFH�SHUVRQDO�GDWD�VWRUHV�DUH�FXUUHQWO\�EHLQJ�GHYHORSHG�E\�VLWHV�OLNH�3HUVRQDO�FRP�DQG� 
0\GH[��PHWKRGRORJ\�IRU�VXFK�UHTXHVWV�LV�QRW�\HW�D�SUDFWLFH�WKDW�ZH�FDQ�SRLQW�WR��EXW�ZH� 
H[SHFW�ZLWKLQ����PRQWKV��ZKHQ�WKH�)7&�LQWHQGV�WR�DQVZHU�WKHVH�UHVSRQVHV��WKDW�WKHUH�ZLOO�EH� 
PHWKRGRORJ\� 
� 
� 6KRXOG�WKH�PHWKRG�RI�FRQVHQW�EH�GLIIHUHQW�IRU�GLIIHUHQW�FRQWH[WV" 
� 
<HV���LW�ZRXOG�PDNH�VHQVH�LI�D�ILUVW�SDUW\�VLWH�ZHUH�WR�XVH�WKH�FRQWH[W�DQG�SODWIRUP�ZKHUH�WKH\� 
UHJXODUO\�LQWHUDFW�ZLWK�WKH�XVHU��+RZHYHU��JLYHQ�WKDW�SHUVRQDO�GDWD�VWRUHV�DUH�LQ�GHYHORSPHQW��LW� 
ZLOO�OLNHO\�KDSSHQ�WKDW�FRPPRQ�UHTXHVWV�IRU�GDWD�ZLOO�DOVR�KDSSHQ�ZLWKLQ�WKH�FRQWH[W�RI�WKH�3'6� 
� 
� )RU�H[DPSOH��ZKDW�DUH�HIIHFWLYH�ZD\V�WR�VHHN�LQIRUPHG�FRQVHQW�LQ�WKH�PRELOH�FRQWH[W�� 
JLYHQ�WKH�PXOWLSOH�SDUWLHV�LQYROYHG�LQ�GDWD�FROOHFWLRQ�DQG�WKH�FKDOOHQJHV�SUHVHQWHG�E\�WKH�VPDOO� 
VFUHHQ" 
� 
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,I�RQO\�ILUVW�SDUWLHV�DUH�DOORZHG�WR�FRQWDFW�XVHUV�WR�DVN�LI�DQ�DIILOLDWH�FDQ�KDYH�WKH�XVHU¶V�GDWD��LW� 
ZRXOG�PDNH�VHQVH�WKDW�XVLQJ�WKH��VW�SDUW\¶V�SODWIRUP�ZRXOG�EH�DFFHSWDEOH���%HLQJ�FRQWDFWHG� 
GLUHFWO\�YLRODWHV�XVHU�H[SHFWDWLRQV�DQG�LI��DV�ZH�UHFRPPHQG��RQO\��VW�SDUWLHV�FDQ�FRQWDFW�WKH� 
XVHU��WKHQ�XVLQJ�ZKDWHYHU�PHWKRGV�WKH�XVHU�KDV�LQWHUDFWHG�ZLWK�WKURXJK�SODWIRUPV�DOUHDG\�XVHG� 
PDNHV�VHQVH� 
� 
� :RXOG�D�XQLIRUP�LFRQ�RU�JUDSKLF�IRU�SUHVHQWLQJ�RSWLRQV�EH�IHDVLEOH�DQG�HIIHFWLYH�LQ�WKLV� 
DQG�RWKHU�FRQWH[WV" 
� 
$�XQLIRUP�LFRQ�RU�JUDSKLF�IRU�FRQYH\LQJ�WR�WKH�XVHU�WKDW�D�QHZ�UHTXHVW�E\�DQ�RXWVLGH�RU�³DIILOLDWH´� 
SDUW\�WKURXJK�D�ILUVW�SDUW\�IRU�WKH�XVHU¶V�GDWD�LV�EHLQJ�PDGH�FRXOG�PDNH�VHQVH�DQG�ZRXOG�OLNHO\� 
WHOO�WKH�XVHU�WKDW�WKLV�LV�QRW�D��VW�SDUW\�UHTXHVW�IRU�GDWD� 
� 
� ,V�WKHUH�PDUNHW�UHVHDUFK�RU�DUH�WKHUH�DFDGHPLF�VWXGLHV�IRFXVLQJ�RQ�WKH�HIIHFWLYHQHVV�RI� 
GLIIHUHQW�FKRLFH�PHFKDQLVPV�LQ�GLIIHUHQW�FRQWH[WV�WKDW�FRXOG�DVVLVW�)7&�VWDII�DV�LW�FRQWLQXHV�WR� 
H[SORUH�WKLV�LVVXH" 
� 
7KHUH�ZDV�D�VXUYH\�GRQH�E\�.UX[�'LJLWDO�UHFHQWO\�ZKLFK�VKRZHG�WKDW��³��������RI��DGXOW� 
UHVSRQGHQWV�VDLG�WKH\�DOUHDG\�WDNH�µDQ�DFWLYH�UROH�LQ�PDQDJLQJ�WKHLU�GLJLWDO�VLJQDWXUHV�¶´�� 
� 
0HGLDSRVW�JRHV�RQ���³7KH�.UX[�VXUYH\�IRXQG��QRW�VXUSULVLQJO\��WKDW�����RI�UHVSRQGHQWV�ZRXOG� 
XVH�FHQWUDOL]HG�GDWD�PDQDJHPHQW�WRROV�WR�FRQWURO�WKHLU�RQOLQH�SURILOH�LI�WKH\�ZHUH�DYDLODEOH��,I� 
WKHVH�QXPEHUV�DUH�HYHQ�YDJXHO\�DFFXUDWH��WKHQ�FRQVXPHUV�ZDQW�VRPHWKLQJ�IURP�WKH�LQGXVWU\� 
WKDW�LW�LV�IDU�IURP�SURYLGLQJ��D�WUXH�RQH�VWRS�SULYDF\�VKRS�WKDW�DIIHFWV�WKHLU�GDWD�VLJQDWXUH� 
HYHU\ZKHUH�´ 
� 
5HIHUHQFH��0HGLD�3RVW��:LOO�&RQVXPHUV�7DNH�&KDUJH�RI�7KHLU�2ZQ�3ULYDF\��-DQXDU\����������� 
KWWSV���ZZZ�PHGLDSRVW�FRP�SXEOLFDWLRQV�"ID $UWLFOHV�VKRZ$UWLFOH DUWBDLG ������ 
� 
:H�EHOLHYH�WKDW�WKLV�LQGLFDWLRQ�RI�XVHU�LQWHUHVW�LQ�D�VLQJOH�VWRS�IRU�SULYDF\�DQG�GDWD�FRQWURO�LV�NH\�� 
$QG�WKH�3HUVRQDO�'DWD�(FRV\VWHP�ZLOO�IRVWHU�D�ZD\�IRU�XVHUV�WR�PDQDJH�WKHLU�GDWD�DQG�SULYDF\�� 
WKURXJK�SHUVRQDO�GDWD�VWRUHV�� 
� 
:H�HQFRXUDJH�\RX�WR�WDNH�D�ORRN�DW�WKH�IROORZLQJ�VWDUWXSV�GRLQJ�ZRUN�LQ�WKH�3HUVRQDO�'DWD� 
(FRV\VWHP��DV�HYLGHQFH�WKDW�3HUVRQDO�'DWD�6WRUHV�DUH�ZKDW�LV�FRPLQJ��:KDW¶V�QHHGHG�IURP� 
WKH�JRYHUQPHQW�WR�KHOS�WKLV�DORQJ�LV�D�OLWWOH�UHJXODWLRQ�DURXQG�WKH�HGJHV��IRU�XVHU¶V�WKH�RZQ�DQG� 
FRQWURO�WKHLU�GDWD��EH�DEOH�WR�FRUUHFW�DQG�GHOHWH�LW��DQG�WR�SURKLELW��VW�SDUWLHV�IURP�VKDULQJ�WKDW� 
GDWD��,I�XVHU¶V�IHHO�FRQILGHQW�ZLWK��WK�DPHQGPHQW�SURWHFWLRQ�RI�WKHVH�GDWD�VWRUHV��WKH\¶OO�XVH� 
WKHP�WR�SURWHFW�WKHLU�SULYDF\�DQG�GDWD�ZLWKRXW�IXUWKHU�LQWHUYHQWLRQ�IURP�WKH�JRYHUQPHQW� 
� 
+HUH�LV�D�OLVW�RI�WKH�FRPSDQLHV�GRLQJ�VRPHWKLQJ�LQ�WKH�3HUVRQDO�'DWD�(FRV\VWHP� 

'DWD�6WRUDJH���&ROOHFWLRQ�DQG�6KDULQJ 
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�
 

3HUVRQDO�FRP�KDV�UDLVHG���PLOOLRQ�LQ�YHQWXUH�IXQGLQJ�DQG�DOWKRXJK�LW�GRHV�QRW�\HW�KDYH�DQ\� 
VHUYLFHV��WKHLU�ZHEVLWH�DUWLFXODWHV�FOHDUO\�KRZ�SHUVRQDO�GDWD�ZLOO�EH�XQGHU�WKH�FRQWURO�RI�WKH�XVHU� 
LQ�D�YDOXH�PDUNHWSODFH� 

0\GH[�LV�D�&RPPXQLW\�,QWHUHVW�&RPSDQ\��EDVHG�LQ�WKH�8.��KDV�EHJXQ�D�FRPPXQLW\�SURWRW\SH� 
WKDW�FRQQHFWV�LQGLYLGXDOV¶�SHUVRQDO�GDWD�VWRUH�DFFRXQWV�WR�ORFDO�JRYHUQPHQW�DJHQFLHV� 

6LQJO\�-HUHP\�0LOOHU V�VWDUWXS�WR�EXLOG�DSSV�EDVHG�RQ�GDWD�IURP�GDWD�VWRUHV�EXLOW�XVLQJ�WKH� 
/RFNHU�3URMHFW�FRGH�EDVH����DQ�RSHQ�VRXUFH�SURMHFW�IRU�FROODWLQJ��VHFXULQJ�DQG�VKDULQJ�SHUVRQDO� 
GDWD�� 

6WDW]�LV�D�VWDUWXS�WKDW�VXSSRUWV�D�XVHU�SXOOLQJ�LQ�KHU�LQIRUPDWLRQ�IURP�GLIIHUHQW�VHUYLFH�SURYLGHUV� 
LQFOXGLQJ�PRELOH�SKRQH�UHFRUGV��HQHUJ\�DQG�XWLOLW\�UHFRUGV��KHDOWK�DQG�ILWQHVV��VKRSSLQJ�DQG� 
SD\PHQW�DQG�WUDQVSRUWDWLRQ�UHFRUGV���6WDW]�JLYHV�\RX�LQVWUXFWLRQV�RQ�KRZ�WR�JR�LQWR�\RXU�PRELOH� 
FDUULHU�RU�HOHFWULF�FRPSDQ\�DQG�H[SRUW�\RXU�VWDWHPHQWV���RIWHQ�WKLV�LQYROYHV�D�GR]HQ�VWHSV�DQG�LV� 
YHU\�ODERU�LQWHQVLYH���QRW�VRPHWKLQJ�HDV\�RU�WKDW�HYHU\RQH�ZLOO�GR� 

*UHSOLQ�GRHV�³3HUVRQDO�&ORXG�6HDUFK�´�:KHQ�SHRSOH�VHW�XS�*UHSOLQ�DFFRXQWV��WKH\�JLYH�WKH� 
VHUYLFH�DFFHVV�WR�D�UDQJH�RI�DFFRXQWV���/LQNHG,Q��*PDLO��%DVHFDPS��)OLFNU��HWF��7KHQ�XVHUV�XVH� 
WKH�*UHSOLQ�HQJLQH�WR�VHDUFK�DFURVV�WKHP� 

%DFNXSLI\�LV�DQ�³DOO�LQ�RQH�DUFKLYLQJ��VHDUFK�DQG�UHVWRUH�VHUYLFH�IRU�WKH�PRVW�SRSXODU�RQOLQH� 
VHUYLFHV�LQFOXGLQJ�*RRJOH�$SSV��)DFHERRN��7ZLWWHU��3LFDVD�DQG�PRUH�´ 

6ZLWFKERRN�KHOSV�³PDQDJH�XVHU�GULYHQ�VHDUFKHV�DFURVV�PXOWLSOH�VHDUFK�SURYLGHUV�DQG� 
ZHEVLWHV��FUHDWLQJ�D�SRZHUIXO�QHZ�ZD\�WR�H[SOLFLWO\�H[SUHVV�VHDUFK�LQWHQW�DQ\ZKHUH�RQ�WKH� 
,QWHUQHW�´� 

7UXVW�)DEULF�SURYLGHV�³9HQGRU�5HODWLRQVKLS�0DQDJHPHQW��950��LQIUDVWUXFWXUH��%XVLQHVVHV�XVH� 
&50�WR�PDQDJH�FXVWRPHU�UHODWLRQVKLSV��ZKLOH�950�OHWV�LQGLYLGXDOV�PDQDJH�WKHLU�UHODWLRQVKLSV� 
ZLWK�EXVLQHVVHV��7UXVW)DEULF�ZULWHV�2SHQ�6RXUFH�VRIWZDUH�DQG�JLYHV�FXVWRPHUV�D�SODWIRUP�WR� 
UHSUHVHQW�WKHLU�VLGH�RI�WKH�950�&50�UHODWLRQVKLS��7UXVW)DEULF�LV�EDVHG�LQ�&DSH�7RZQ��6RXWK� 
$IULFD�´ 

$OORZ�KHOSV�³\RX�WR�VWRS�XQZDQWHG�PDUNHWLQJ�DQG�WR�JHW�LQ�FRQWURO�RI�WKH�ZD\�\RXU�GDWD�LV�XVHG�´ 

&ORXG�,QF��&RQVRUWLXP�IRU�/RFDO�2ZQHUVKLS�DQG�8VH�RI�'DWD��,QF����³$�QRQ�SURILW�WHFKQRORJ\� 
VWDQGDUG�FRQVRUWLD�VWDUWHG�LQ�HDUO\������WKDW�EHOLHYHV�WKDW�D�QHZ�HUD�RI�0(�����LV�DW�KDQG��DQ� 
HUD�WKDW�ORRNV�EH\RQG�:HE������ZKLOH�VLPXOWDQHRXVO\�ORRNLQJ�WR�WKH�IRXQGLQJ�SULQFLSOHV�RI�WKH� 
,QWHUQHW�DV�WKH�VROXWLRQ�WR�PDQ\�RI�WRGD\¶V�PRVW�YH[LQJ�LVVXHV�RI�SULYDF\��VHFXULW\�DQG�GDWD�´ 

'DWD�,QKHULW�³'DWD�,QKHULW�RQOLQH�VDIHV�IURP�6ZLW]HUODQG�RIIHU�LQGLYLGXDOV�DURXQG�WKH�ZRUOG� 
KLJKO\�VHFXUH�RQOLQH�VWRUDJH�IRU�SDVVZRUGV�DQG�GLJLWDO�GRFXPHQWV��<RX�FDQ�DFFHVV�\RXU�RQOLQH� 
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�
 

VDIH�XVLQJ�DQ\�,QWHUQHW�EURZVHU�RU�DQ�L3KRQH�IURP�DQ\ZKHUH�DQG�DW�DQ\�WLPH��,Q�DGGLWLRQ�WKH� 
XQLTXH�GDWD�LQKHULWDQFH�IXQFWLRQDOLW\�ZLOO�SURWHFW�\RXU�GDWD�LQ�HPHUJHQF\�VLWXDWLRQV��6LPSOH�DQG� 
FRQYHQLHQW�´ 
� 
3'6�9HUWLFDOV�$FWLQJ�IRU�3DUWLFXODU�$UHDV�RI�,QWHUHVW 
0LQW����³0LQW�EULQJV�DOO�\RXU�ILQDQFLDO�DFFRXQWV�WRJHWKHU�RQOLQH��DXWRPDWLFDOO\�FDWHJRUL]HV�\RXU� 
WUDQVDFWLRQV��OHWV�\RX�VHW�EXGJHWV�DQG�KHOSV�\RX�DFKLHYH�\RXU�VDYLQJV�JRDOV�´��0LQW�ZDV�D� 
VWDUWXS�UHFHQWO\�SXUFKDVHG�E\�,QWXLW�,QF��IRU�����P� 
� 
'RSSOU����VRFLDO�WUDYHO�LQWHUDFWLRQ�ZLWK�DOO�D�XVHU¶V�WUDYHO�GDWD�IURP�DFURVV�WUDYHO�SURYLGHUV� 
� 
7ULSSLW����VLPLODU�WR�'RSSOU� 
� 
6KZRZS����DJJUHJJDWHV�DOO�D�XVHU¶V�VKRSSLQJ�GDWD�LQ�RUGHU�WR�VKDUH�LW�ZKHQ�WKH�XVHU�ZDQWV�WR�GR� 
VR� 
� 

1HZ�$SSOLFDWLRQ�%XLOGLQJ�DQG�'HVLJQ�7RROV 

.\QHW[��LV�³GHYHORSLQJ�D�QHZ�ODQJXDJH�WKDW�ORRNV�DW�GDWD�IURP�SHUVRQDO�GDWD�VWRUHV�DQG�SXEOLF� 
GDWDVHWV�DQG�FDQ�GR�UHDO�WLPH�PDWFKLQJ�EDVHG�RQ�UXOH�VHWV�FUHDWHG�E\�WKH�LQGLYLGXDO�WR�VXUIDFH� 
UHOHYDQW�FRQWHQW�´ 

(PDQFLSD\�³(PDQFL3D\�LV�D�UHODWLRQVKLS�PDQDJHPHQW�DQG�YROXQWDU\�SD\PHQW�IUDPHZRUN�LQ� 
ZKLFK�EX\HUV�DQG�VHOOHUV�FDQ�SUHVHQW�WR�HDFK�RWKHU�WKH�UHTXLUHPHQWV�DQG�RSWLRQV�E\�ZKLFK� 
WKH\�DUH�ZLOOLQJ�WR�HQJDJH��RU�DUH�DOUHDG\�HQJDJLQJ��,QFOXGLQJ�FKRLFHV�FRQFHUQLQJ�SD\PHQW�� 
SUHIHUHQFH��SROLFLHV�´ 

2SHQ�6RXUFH�3URMHFWV�IRU�3'6 

7KH�+LJJLQV�3URMHFW 

3URMHFW�'DQXEH 

7KH�/RFNHU�3URMHFW 

7KH�0,1(��3URMHFW 

3URMHFW�1RUL 

,QGXVWU\�,QLWLDWLYHV 

3HUVPH�HQG�XVHU�DGYRFDWH�NQRZQ�DV�,GHQWLW\�:RPDQ�RQOLQH��DQG�FRIRXQGHU�WKH�,QWHUQHW� 
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,GHQWLW\�:RUNVKRS��� 

3URMHFW�950�DW�+DUYDUG�OHG�E\�'RF�6HDUOV�IRFXVHG�RQ�GHYHORSLQJ�9HQGRU�5HODWLRQVKLS� 
0DQDJHPHQW�7RRO 

:RUOG�(FRQRPLF�)RUXP�5HWKLQNLQJ�3HUVRQDO�,QIRUPDWLRQ�HIIRUW���OLPLWHG�OLQNV�RQOLQH�WR�WKLV��� 
WKHUH�LV�D�YLGHR�IURP�WKLV�ODWHVW�IRUXP���<HVWHUGD\�WKH�:RUOG�(FRQRPLF�)RUXP�UHOHDVHG�WKHLU� 
DQDO\VLV�RI�WKH�3HUVRQDO�'DWD�(FRV\VWHP�DQG�FDOOHG�SHUVRQDO�GDWD�D�³QHZ�DVVHW�FODVV�´ 

3HUVRQDO�'DWD�����DQDO\VLV�DUHD�RI�67/�3DUWQHUV 

(YHQWV�RQ�3HUVRQDO�'DWD� 

,QWHUQHW�,GHQWLW\�:RUNVKRS���0D\�����������0RXQWDLQ�9LHZ 

,'�&ROODERUDWLRQ�'D\���)HEUXDU\���WK�������LQ�6DQ�)UDQFLVFR 

1HZ�'LJLWDO�(FRQRPLFV���3HUVRQDO�'DWD�(FRV\VWHP�'HHS�'LYH�'D\���$SULO��WK��6DQ�)UDQFLVFR 

.\QHW[�,PSDFW 
� 
� 8QGHU�ZKDW�FLUFXPVWDQFHV��LI�DQ\��LV�LW�DSSURSULDWH�WR�RIIHU�FKRLFH�DV�D�³WDNH�LW�RU�OHDYH�LW´� 
SURSRVLWLRQ��ZKHUHE\�D�FRQVXPHU¶V�XVH�RI�D�ZHEVLWH��SURGXFW��RU�VHUYLFH�FRQVWLWXWHV�FRQVHQW�WR� 
WKH�FRPSDQ\¶V�LQIRUPDWLRQ�SUDFWLFHV" 
� 
,I�ILUVW�SDUWLHV�ZHUH�UHTXLUHG�QRW�WR�VKDUH�GDWD��RWKHU�WKDQ�ZLWK�WKH�XVHU�LQ�RUGHU�WKDW�WKH�XVHU� 
ZHUH�DEOH�WR�KDYH�D�FRS\�ZLWK�XSGDWHV��DQG�GHOHWH��FRUUHFW�WKHLU�GDWD��ZH�ZRXOG�ILQG�QR�IDXOW�ZLWK� 
D�³WDNH�LW�RU�OHDYH�LW´�SURSRVLWLRQ�ZKHUH�XVHUV�ZHUH�UHTXLUHG�WR�DGRSW�WKH�VKDULQJ�RI�WKHLU�GDWD� 
ZLWK�WKH��VW�SDUW\�LQ�RUGHU�WR�XVH�WKH�VLWH�RU�VHUYLFH�RU�SODWIRUP� 
� 
+RZHYHU��ZLWKRXW�WKH�DERYH�SURWHFWLRQV��DOO�VLWHV�DQG�VHUYLFHV�ZLOO�FRQWLQXH�DV�WKH\�GR�QRZ�� 
UHTXLULQJ�XVHUV�WR�JLYH�DZD\�WKH�IDUP�LQ�RUGHU�WR�XVH�WKH�VLWH��7KLV�,6�WKH�VWDWXV�TXR�QRZ� 
� 
3DUW�RI�WKH�UHTXLUHPHQWV�ZH�KDYH�RXWOLQHG�ZKHUH�XVHUV�RZQ�WKHLU�RZQ�GDWD�DQG��VW�SDUWLHV�FDQ¶W� 
VKDUH�LW�RXWVLGH�RI�WKHLU�UHODWLRQVKLS�ZLWK�WKH�XVHU��RU�WKRVH�WKH�XVHU�SHUPLVVLRQV��RWKHUV�RQ�WKH� 
VLWH�VXFK�DV�³IULHQGV´�RU�³IROORZHUV´�HWF��PHDQV�WKDW�WKH�XVHU�FDQQRW�³JLYH�DZD\´�WKLV�ULJKW�LQ� 
RUGHU�WR�XVH�WKH�VLWH�RU�VHUYLFH� 
� 
� :KDW�W\SHV�RI�GLVFORVXUHV�DQG�FRQVHQW�PHFKDQLVPV�ZRXOG�EH�PRVW�HIIHFWLYH�WR�LQIRUP� 
FRQVXPHUV�DERXW�WKH�WUDGH�RIIV�WKH\�PDNH�ZKHQ�WKH\�VKDUH�WKHLU�GDWD�LQ�H[FKDQJH�IRU�VHUYLFHV" 
� 
,I�\RX�OHYHO�WKH�SOD\LQJ�ILHOG�DQG�IRUFH�DOO�VLWHV��E\�ODZ��QRW�WR�VKDUH�GDWD�RU�REWDLQ�GDWD�RIIVLWH�� 
LW�ZRXOG�EH�YHU\�FOHDU�WR�XVHUV�EHFDXVH�LW�ZRXOG�EH�WKH�ODZ���7KHQ�SULYDF\�SROLFLHV�ZRXOG�EH�D� 
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�
 

ZKROH�ORW�GLIIHUHQW�DQG�XVHU¶V�ZRXOGQ¶W�KDYH�WR�EH�ODZ\HUV�WR�XQGHUVWDQG�WKHP�I 
� 
� ,Q�SDUWLFXODU��KRZ�VKRXOG�FRPSDQLHV�FRPPXQLFDWH�WKH�³WDNH�LW�RU�OHDYH�LW´�QDWXUH�RI�D� 
WUDQVDFWLRQ�WR�FRQVXPHUV" 
� 
,I�D�SHUVRQDO�GDWD�V\VWHP�ZLWK�GDWD�UHJXODWLRQ�DV�ZH�KDYH�RXWOLQHG�DERYH�H[LVWHG� 
� 
(DFK�VLWH�FRXOG�VD\��³,Q�H[FKDQJH�IRU�XVLQJ�WKH�VLWH��\RX�FRQVHQW�WR�JLYH�XV�\RXU�GDWD�OLFHQVHG� 
WR�XV�ZKLOH�\RX�DUH�KHUH��DQG�ZH�ZLOO�VKDUH�ZLWK�\RX�D�FRS\�RI�WKLV�GDWD��IRU�\RXU�XVH��GHOHWLRQ�RU� 
FRUUHFWLRQ��$QG�ZH�ZLOO��E\�ODZ��QRW�VKDUH�\RXU�GDWD�RXWVLGH�RI�RXU�EXVLQHVV�´ 
� 
� $UH�WKHUH�DQ\�FLUFXPVWDQFHV�LQ�ZKLFK�D�³WDNH�LW�RU�OHDYH�LW´�SURSRVLWLRQ�ZRXOG�EH� 
LQDSSURSULDWH" 
� 
<HV��LI�ZH�KDG�D�ODZ�WKDW�SURWHFWHG�XVHUV�E\�JLYLQJ�WKHP�ULJKWV�WR�WKHLU�GDWD��ZKHUH�VLWHV�KDG� 
WR�SURYLGH�D�FRS\�WR�WKH�XVHU��DJUHH�WR�DOORZ�WKH�XVHU�WR�FRQWURO��GHOHWH��DQG�FRUUHFW�LW�DV� 
QHFHVVDU\��DQG�WR�QRW�VKDUH�WKH�GDWD�RXWVLGH�WKH�EXVLQHVV��DQG�WR�QRW�DJJUHJDWH�RWKHU�GDWD�IURP� 
RXWVLGH�WKH�EXVLQHVV��ILUVW�SDUW\��UHODWLRQVKLS� 
� 
� +RZ�VKRXOG�WKH�VFRSH�RI�VHQVLWLYH�LQIRUPDWLRQ�DQG�VHQVLWLYH�XVHUV�EH�GHILQHG�DQG�ZKDW� 
LV�WKH�PRVW�HIIHFWLYH�PHDQV�RI�DFKLHYLQJ�DIILUPDWLYH�FRQVHQW�LQ�WKHVH�FRQWH[WV" 
� 
8VHUV�ZLOO�NQRZ�ZKHQ�VRPHWKLQJ�LV�VHQVLWLYH��*LYHQ�D�ODZ�WKDW�SURWHFWHG�XVHUV�E\�JLYLQJ�WKHP� 
ULJKWV�WR�WKHLU�GDWD��ZKHUH�VLWHV�KDG�WR�SURYLGH�D�FRS\�WR�WKH�XVHU��DJUHH�WR�DOORZ�WKH�XVHU�WR� 
FRQWURO��GHOHWH��DQG�FRUUHFW�LW�DV�QHFHVVDU\��DQG�WR�QRW�VKDUH�WKH�GDWD�RXWVLGH�WKH�EXVLQHVV�� 
DQG�WR�QRW�DJJUHJDWH�RWKHU�GDWD�IURP�RXWVLGH�WKH�EXVLQHVV���VW�SDUW\��UHODWLRQVKLS��XVHUV�FRXOG� 
GHFLGH�WR�GHOHWH��SURWHFW�RU�RWKHUZLVH�FRQVHQW�WR�VKDULQJ�³VHQVLWLYH�GDWD�´ 
� 
� :KDW�DGGLWLRQDO�FRQVXPHU�SURWHFWLRQ�PHDVXUHV��VXFK�DV�HQKDQFHG�FRQVHQW�RU� 
KHLJKWHQHG�UHVWULFWLRQV��DUH�DSSURSULDWH�IRU�WKH�XVH�RI�GHHS�SDFNHW�LQVSHFWLRQ" 
� 
,I�VLWHV�DUH�QRW�DOORZHG�WR�FROOHFW�GDWD�RXWVLGH�RI�WKHLU��VW�SDUW\�UHODWLRQVKLSV�ZLWK�XVHUV��ZH�FRXOG� 
H[SHFW�WKDW�GHHS�SDFNHW�LQVSHFWLRQ�IRU�WKH�SXUSRVHV�RI�FROOHFWLQJ�GDWD�RQ�XVHUV�ZRXOG�QRW�EH� 
OHJDO� 
� 
� :KDW��LI�DQ\��VSHFLDO�LVVXHV�GRHV�WKH�FROOHFWLRQ�RU�WKH�XVH�RI�LQIRUPDWLRQ�DERXW�WHHQV� 
UDLVH" 
� 
7KHUH�DUH�VSHFLDO�FRQFHUQV�IRU�NLGV�DQG�WHHQV��+RZHYHU�LI�ZH�UHTXLUHG�WKDW�XVHU�GDWD�VWD\�ZLWK�D� 
ILUVW�SDUW\�XQOHVV�D�XVHU�GHFLGHG�WR�UHFHLYH�KHU�GDWD�IRU�XVH�LQ�D�3HUVRQDO�'DWD�6WRUH��ZH�EHOLHYH� 
NLGV�DQG�WHHQ�LVVXHV�ZRXOG�EH�PLWLJDWHG� 
� 
� $UH�WHHQV�VHQVLWLYH�XVHUV��ZDUUDQWLQJ�HQKDQFHG�FRQVHQW�SURFHGXUHV" 
� 
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<HV���WKH\�DUH�VHQVLWLYH�DQG�LQ�PDQ\�FDVHV�XVLQJ�PRUH�RI�WKH�FXUUHQWO\�DYDLODEOH�SULYDF\�DQG� 
GDWD�FRQWUROV�RQ�VLWHV�WKDQ�DGXOWV��+RZHYHU��ZLWK�WKH�GDWD�SURWHFWLRQV�ZH�DUH�UHFRPPHQGLQJ��ZH� 
EHOLHYH�WKLV�LVVXH�ZRXOG�QRW�EH�D�SUREOHP� 
� 
� 
� 6KRXOG�DGGLWLRQDO�SURWHFWLRQV�EH�H[SORUHG�LQ�WKH�FRQWH[W�RI�VRFLDO�PHGLD�VHUYLFHV"�)RU� 
H[DPSOH��RQH�VRFLDO�PHGLD�VHUYLFH�KDV�VWDWHG�WKDW�LW�OLPLWV�GHIDXOW�VHWWLQJV�VXFK�WKDW�WHHQV�DUH� 
QRW�DOORZHG�WR�VKDUH�FHUWDLQ�LQIRUPDWLRQ�ZLWK�WKH�FDWHJRU\�³(YHU\RQH�´�:KDW�DUH�WKH�EHQHILWV�DQG� 
GUDZEDFNV�RI�VXFK�DQ�DSSURDFK" 
� 
:H�DUH�FRQFHUQHG�ZLWK�VLWHV�VKDULQJ�ZLWK�RWKHU�VLWHV��EHDFRQV�DQG�IODVK�FRRNLHV�DQG�WUDFNLQJ� 
WKDW�LV�XQH[SHFWHG�LQ�WKH�H\HV�RI�D�XVHU��,I�D�VLWH�GHFLGHV�QRW�WR�DOORZ�WHHQV�WR�VKDUH�WKHLU� 
LQIRUPDWLRQ�ZLWK�³HYHU\RQH´�WKDW�LV�WKH�GHFLVLRQ�RI�WKH�VLWH�RZQHU�DQG�WKH�XVHUV��LI�WKDW�VLWH�LV� 
RWKHUZLVH�IROORZLQJ�WKH�ODZ�� 
� 
� :KDW�FKRLFH�PHFKDQLVPV�UHJDUGLQJ�WKH�FROOHFWLRQ�DQG�XVH�RI�FRQVXPHU�LQIRUPDWLRQ� 
VKRXOG�FRPSDQLHV�WKDW�GR�QRW�GLUHFWO\�LQWHUDFW�ZLWK�FRQVXPHUV�SURYLGH" 
� 
6LWHV�VKRXOG�QRW�EH�DEOH�WR�FROOHFW�GDWD�LI�WKH\�DUH�QRW�D��VW�SDUW\�VLWH��,W�VKRXOG�EH�LOOHJDO�� 
EHFDXVH�WKH�XVHU�GRHV�QRW�KDYH�D�UHODWLRQVKLS�ZLWK�WKH�FRPSDQ\�FROOHFWLQJ�WKH�GDWD��,I�WKDW� 
FRPSDQ\�ZDQWV�WR�ZRUN�ZLWK�WKH�XVHU��WKH�FRPSDQ\�ZRXOG�QHHG�WR�DVN�WKH�XVHU�IRU�SHUPLVVLRQ� 
WR�FROOHFW�GDWD�RQ�WKHP� 
� 
� ,V�LW�IHDVLEOH�IRU�GDWD�EURNHUV�WR�SURYLGH�D�VWDQGDUGL]HG�FRQVXPHU�FKRLFH�PHFKDQLVP� 
DQG�ZKDW�ZRXOG�EH�WKH�EHQHILWV�RI�VXFK�D�PHFKDQLVP" 
� 
'DWD�EURNHUV�LQ�D�3HUVRQDO�'DWD�(FRV\VWHP�UHJLPH�DV�ZH�KDYH�SURSRVHG�ZRXOG�OLNHO\�EHFRPH� 
YHU\�JRRG�3HUVRQDO�'DWD�6WRUHV��ZLWK�GLUHFW�UHODWLRQVKLSV�ZLWK�XVHUV�LQ�RUGHU�WR�VWRUH�WKHLU�GDWD� 
ZLWK�SHUPLVVLRQ��2QFH�WKH�XVHU�KDV�DJUHHG�WR�VWRULQJ�WKHLU�GDWD�ZLWK�D�3HUVRQDO�'DWD�6WRUH��WKH\� 
ZLOO�KDYH�D��VW�SDUW\�UHODWLRQVKLS��$W�WKDW�SRLQW��XVHUV�ZLOO�EH�DEOH�WR�WDNH�WKHLU�GDWD�ZLWK�WKHP�� 
GHOHWH�LW��FRUUHFW�LW��DQG�RWKHUZLVH�VKDUH�LW�E\�FKRLFH�IRU�WKHLU�RZQ�EHQHILW� 
� 
� +RZ�VKRXOG�D�XQLYHUVDO�FKRLFH�PHFKDQLVP�EH�GHVLJQHG�IRU�FRQVXPHUV�WR�FRQWURO�RQOLQH� 
EHKDYLRUDO�DGYHUWLVLQJ" 
� 
%HKDYLRUDO�DGYHUWLVLQJ�FRQGXFWHG�RQO\�ZLWK��VW�SDUWLHV�D�XVHU�KDV�D�UHODWLRQVKLS�ZRXOG�QRW�EH� 
WURXEOLQJ��$W�WKDW�SRLQW��WKH�XVHU�KDV�DOUHDG\�PDGH�WKH�FKRLFH�WR�GR�EXVLQHVV�ZLWK�WKH��VW�SDUW\�� 
,I�WKH�XVHU�FKRRVHV�WR�OHDYH�DQG�GHOHWH�WKHLU�GDWD��WKH��VW�SDUW\�ZRXOG�EH�UHTXLUHG�WR�JR�DORQJ� 
ZLWK�WKH�XVHU¶V�FKRLFH�DERXW�WKH�XVHU¶V�GDWD� 
� 
� +RZ�FDQ�VXFK�D�PHFKDQLVP�EH�RIIHUHG�WR�FRQVXPHUV�DQG�SXEOLFL]HG" 
� 
:H�QHHG�WR�PDNH�D�ZKROHVDOH�FKDQJH�LQ�WKH�ODZ�VR�WKDW�XVHU¶V�DUH�QRW�VWDONHG�DV�WKH\�DUH� 
WRGD\��DQG�WKHLU�GDWD�VROG�DQG�WUDGHG�ZLWKRXW�WKHLU�SHUPLVVLRQ� 
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� 
� +RZ�FDQ�VXFK�D�PHFKDQLVP�EH�GHVLJQHG�WR�EH�FOHDU��HDV\�WR�ILQG��XVDEOH��DQG� 
XQGHUVWDQGDEOH�WR�FRQVXPHUV" 
� 
:H�EHOLHYH�WKDW�JLYHQ�WKH�UHJXODWLRQV�ZH�SURSRVH��WKDW�SULYDWH�FRPSDQLHV�ZRXOG�VWDQGDUGL]H�RQ� 
PHFKDQLVPV�WKDW�XVHU¶V�FRXOG�XQGHUVWDQG� 
� 
� +RZ�FDQ�VXFK�D�PHFKDQLVP�EH�GHVLJQHG�VR�WKDW�LW�LV�FOHDU�WR�FRQVXPHUV�ZKDW�WKH\�DUH� 
FKRRVLQJ�DQG�ZKDW�WKH�OLPLWDWLRQV�RI�WKH�FKRLFH�DUH" 
� 
3ULYDWH�FRPSDQLHV�VKRXOG�EH�FKDUJHG�ZLWK�WKLV�WDVN��ZLWK�WKH�JRYHUQPHQW�RQO\�JHWWLQJ�LQYROYHG� 
LQ�QHIDULRXV�FDVHV�RI�GHFHSWLYH�SUDFWLFHV�� 
� 
� :KDW�DUH�WKH�SRWHQWLDO�FRVWV�DQG�EHQHILWV�RI�RIIHULQJ�D�VWDQGDUGL]HG�XQLIRUP�FKRLFH� 
PHFKDQLVP�WR�FRQWURO�RQOLQH�EHKDYLRUDO�DGYHUWLVLQJ" 
� 
,W�LV�KHOSIXO�IRU�XVHUV�WR�ILQG�VWDQGDUGL]DWLRQ�LQ�DQ\WKLQJ��HVSHFLDOO\�GLJLWDO�LQWHUIDFHV��+RZHYHU�� 
ZH�EHOLHYH�WKLV�LV�EHVW�OHIW�WR�WKH�PDUNHWSODFH�WR�GHWHUPLQH��DV�FRPSDQLHV�ZKR�ZDQW�WR�GR�WKH� 
ULJKW�WKLQJ��E\�IROORZLQJ�WKH�UXOHV��ZLOO�ZRUN�WR�PDNH�VWDQGDUG�XVHU�LQWHUIDFH�FRQYHQWLRQV�KDSSHQ� 
� 
� +RZ�PDQ\�FRQVXPHUV�ZRXOG�OLNHO\�FKRRVH�WR�DYRLG�UHFHLYLQJ�WDUJHWHG�DGYHUWLVLQJ" 
� 
:H�EHOLHYH�WKDW�XVHUV�ZKR�WUDGH�WKHLU�GDWD�LQ�D�3HUVRQDO�'DWD�(FRV\VWHP�ZLOO�WKHQ�KDSSLO\� 
UHFHLYH�WDUJHWHG�DGYHUWLVLQJ�EDVHG�XSRQ�WKH�WUDQVDFWLRQV�WKH\�VLJQ�XS�IRU��ZKLOH�LQ�D�V\VWHP� 
ZLWKRXW�XVHU�FKRLFH�DQG�FRQWURO�RYHU�WKHLU�RZQ�GDWD�ZLOO�SURGXFH�XQKDSS\�GLVVDWLVILHG�FXVWRPHUV� 
DV�ZH�FXUUHQWO\�ILQG�LQ�WKH�PDUNHWSODFH� 
� 
� +RZ�PDQ\�FRQVXPHUV��RQ�DQ�DEVROXWH�DQG�SHUFHQWDJH�EDVLV��KDYH�XWLOL]HG�WKH�RSW�RXW� 
WRROV�FXUUHQWO\�SURYLGHG" 
� 
:H�EHOLHYH�WKRVH�QXPEHUV�WR�EH�EHWZHHQ��������GHSHQGLQJ�RQ�ZKLFK�RSW�RXW�WRROV�DQG� 
VXUYH\V�\RX�ORRN�DW� 
� 
)URP�0HGLDSRVW¶V�UHFHQW�UHSRUW�RQ�WKH�.UX[�'LJLWDO�VXUYH\��³$����VL]DEOH�QXPEHU�������VD\� 
WKH\�XVH�RSW�RXW�WRROV��1RZ��WKRVH�RSW�RXWV�FRXOG�UHIHU�WR�DQ\WKLQJ�IURP�DQ�HPDLO�XQVXEVFULEH� 
EXWWRQ�WR�YLVLWV�WR�WKH�1$,�DG�QHWZRUN�RSW�RXW�UHVRXUFH��%XW�WKH�EDVLF�VWDWLVWLF�VXJJHVWV�WKHUH�LV� 
D�VL]DEOH�LQWHUHVW�DPRQJ�FRQVXPHUV�LQ�KDYLQJ�D�GHJUHH�RI�FRQWURO�RYHU�KRZ�WKHLU�LGHQWLW\�LV�XVHG� 
RQOLQH���7KH�VXUYH\�DOVR�VKRZHG�WKDW�����DOUHDG\�XVH�WKH�µSULYDWH�EURZVLQJ¶�IHDWXUH�´ 
� 
5HIHUHQFH��0HGLD�3RVW��:LOO�&RQVXPHUV�7DNH�&KDUJH�RI�7KHLU�2ZQ�3ULYDF\��-DQXDU\����������� 
KWWSV���ZZZ�PHGLDSRVW�FRP�SXEOLFDWLRQV�"ID $UWLFOHV�VKRZ$UWLFOH DUWBDLG ������ 
� 
� :KDW�LV�WKH�OLNHO\�LPSDFW�LI�ODUJH�QXPEHUV�RI�FRQVXPHUV�HOHFW�WR�RSW�RXW"�+RZ�ZRXOG�LW� 
DIIHFW�RQOLQH�SXEOLVKHUV�DQG�DGYHUWLVHUV��DQG�KRZ�ZRXOG�LW�DIIHFW�FRQVXPHUV" 
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� 
)URP�WKH�0HGLD�3RVW�DUWLFOH�UHIHUHQFHG�DERYH� 
� 
³2QH�RI�WKH�LQWHUHVWLQJ�LQVLJKWV�WKH�.UX[�QXPEHUV�VXJJHVW�LV�WKH�YDOXH�RI�WKH�ILUVW�SDUW\�SXEOLVKHU� 
UHODWLRQVKLS�LQ�HVWDEOLVKLQJ�WUXVW�LQ�RQOLQH�SULYDF\��7KH�VXUYH\�IRXQG�WKDW�����DUH�ILQH�ZLWK�WKH� 
LGHD�RI�YLHZLQJ�DGV�LQ�H[FKDQJH�IRU�IUHH�FRQWHQW��,W�LV�ZLWKLQ�WKDW�FRQWH[W�WKDW�ZH�QHHG�WR�EHWWHU� 
XQGHUVWDQG�ZKHUH�XVHUV�SODFH�WKHLU�WUXVW�LQ�WKLV�YDOXH�H[FKDQJH�DQG�WKH�GHJUHH�RI�LQWUXVLYHQHVV� 
WKH\�DUH�ZLOOLQJ�WR�DFFHSW��)RU�LQVWDQFH������RI�UHVSRQGHQWV�VDLG�WKH\�DUH�DFFHSWLQJ�RI�GDWD� 
WUDFNLQJ�DQG�DG�WDUJHWLQJ�RQ�D�VSHFLILF�VLWH��7KDW�LV��WKH\�DUH�PRVW�DFFHSWLQJ�RI�GDWD�WUDFNLQJ� 
ZKHQ�LW�LQYROYHV�D�FRQWHQW�EUDQG�WKH\�DOUHDG\�NQRZ�´ 
� 
:H�EHOLHYH�WKDW�XVHUV�H[SHFW�GDWD�WR�VWD\�ZLWKLQ�WKH�VLWH�WKH\�LQWHUDFW�ZLWK���WKH�ILUVW�SDUW\��$IWHU� 
WKDW��XVHUV�ZLOO�ZDQW�WR�RSW�RXW��,I�D�VLWH�ZDQWV�WR�DGYHUWLVH��WKH\�ZLOO�QHHG�WR�SXUFKDVH�WRROV�WR� 
XVH�LQ�KRXVH��XQGHU�WKH�UHJLPH�ZH�SURSRVH�ZKHUH�GDWD�FDQ�RQO\�VWD\�ZLWK�WKH�ILUVW�SDUW\� 
� 
5HIHUHQFH��0HGLD�3RVW��:LOO�&RQVXPHUV�7DNH�&KDUJH�RI�7KHLU�2ZQ�3ULYDF\��-DQXDU\����������� 
KWWSV���ZZZ�PHGLDSRVW�FRP�SXEOLFDWLRQV�"ID $UWLFOHV�VKRZ$UWLFOH DUWBDLG ������ 
� 
5DWKHU�WKDQ�IXQFWLRQ�LQ�DQ�RSW�RXW�V\VWHP�ZKHUH�PDQ\�XVHUV�ZLOO�DYRLG�DGV�DQG�FUHDWH�EORFNV� 
WR�WUDFNLQJ�WKDW�ZRQ¶W�UHDOO\�ZRUN�ORQJ�WHUP��ZH�UHFRPPHQG�WKDW�D�SHUVRQDO�GDWD�HFRV\VWHP�ZLOO� 
VROYH�WKH�SUREOHPV�XVHUV�IDFH��DGYHUWLVHUV�IDFH��XS�WR�����RI�WKH�GDWD�WKH\�UHFHLYH�IURP�WKH� 
GDWD�VWDONHUV�LV�EDG���WKH\�MXVW�GRQ¶W�NQRZ�ZKLFK�������DQG�\RX�IDFH�LQ�WU\LQJ�WR�UHJXODWH�GDWD� 
SUDFWLFHV�FRXOG�EH�VROYHG�E\�LW���<HV��PDQ\�ZLOO�KDYH�WR�FKDQJH�DQG�LW�ZLOO�FRVW�WKH�LQGXVWU\��EXW� 
XOWLPDWHO\��WKH�FKDQJHV�ZLOO�EULQJ�DERXW�D�PXFK�ODUJHU�PDUNHWSODFH�WKDQ�FXUUHQWO\�H[LVWV�ZKHUH� 
XVHUV�UXQ�DZD\��REIXVFDWH�DQG�OLH��DQG�DWWHPSW�WR�EORFN�YLD�DQ�DUPV�UDFH�WKH�WUDFNLQJ�DQG�DGV� 
WKH\�GRQ¶W�ZDQW�� 
� 
7KH�V\VWHP�LVQ¶W�UHDOO\�VHUYLQJ�DQ\RQH�EXW�WKH�GDWD�VWDONHUV��/HW¶V�IL[�LW�LQ�IDYRU�RI�DGYHUWLVHUV� 
ZKR�ZDQW�EHWWHU�PRUH�UHOLDEOH�OHDGV��XVHUV�ZKR�ZDQW�PRUH�UHOHYDQW�DGV�DQG�WR�VWRS�WKH�VWDONLQJ� 
DQG�KDYH�PRUH�FRQWURO�RYHU�WKHLU�GDWD��DQG�JRYHUQPHQW�ZKR�QHHGV�WR�SURWHFW�FLWL]HQV�LQ�XVHIXO� 
DQG�UHDO�ZD\V� 
� 
� ,Q�DGGLWLRQ�WR�SURYLGLQJ�WKH�RSWLRQ�WR�RSW�RXW�RI�UHFHLYLQJ�DGV�FRPSOHWHO\��VKRXOG�D� 
XQLYHUVDO�FKRLFH�PHFKDQLVP�IRU�RQOLQH�EHKDYLRUDO�DGYHUWLVLQJ�LQFOXGH�DQ�RSWLRQ�WKDW�DOORZV� 
FRQVXPHUV�PRUH�JUDQXODU�FRQWURO�RYHU�WKH�W\SHV�RI�DGYHUWLVLQJ�WKH\�ZDQW�WR�UHFHLYH�DQG�WKH�W\SH� 
RI�GDWD�WKH\�DUH�ZLOOLQJ�WR�KDYH�FROOHFWHG�DERXW�WKHP" 
� 
:H�EHOLHYH�WKLV�LV�XQUHDOLVWLF��,I�D�VLWH�QHHGV�WR�PDNH�PRQH\�WR�SURYLGH�FRQWHQW��DQG�LW�GRHV�WKLV� 
ZLWK�DGYHUWLVLQJ��WKHQ�VKXWWLQJ�RII�DOO�DGV�ZLOO�FDXVH�WKH�VLWH�WR�IDLO��5DWKHU��OLPLWLQJ�GDWD�FROOHFWLRQ� 
WR�ZKDW�WKH\�VLWH�NQRZV�MXVW�IURP�D��VW�SDUW\�UHODWLRQVKLS�ZLOO�EH�HQRXJK�WR�DOORZ�DQ�DGYHUWLVLQJ� 
PRGHO�WR�ZRUN��LI�WKH\�UXQ�WKH�DGYHUWLVLQJ�WRROV�WKHPVHOYHV�IRU�PDWFKLQJ�� 
� 
5HJDUGLQJ�JUDQXODU�FRQWUROV�IRU�PRUH�WDUJHWHG�DGV��XVHUV�ZRXOG�JLYH�SHUPLVVLRQ�IRU�VRPH�GDWDW� 
WR�EH�UHOHDVHG�WKURXJK�WKHLU�SHUVRQDO�GDWD�VWRUH�UHODWLRQVKLS��7KH�XVHU�ZRXOG�FRQVHQW�WR�VKDUH� 
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VHOHFWHG�GDWD�ZLWK�WKH�VLWH�EXW�DW�WKH�SRLQW�ZKHUH�WKH�XVHU�ZDQWHG�WR�WXUQ�WKLV�RII��WKH\�VKRXOG�EH� 
DOORZHG�WR�HQG�WKH�UHODWLRQVKLS��DQG�QR�ORQJHU�SURYLGH�GDWD� 
� 
� 6KRXOG�WKH�FRQFHSW�RI�D�XQLYHUVDO�FKRLFH�PHFKDQLVP�EH�H[WHQGHG�EH\RQG�RQOLQH� 
EHKDYLRUDO�DGYHUWLVLQJ�DQG�LQFOXGH��IRU�H[DPSOH��EHKDYLRUDO�DGYHUWLVLQJ�IRU�PRELOH�DSSOLFDWLRQV" 
� 
<HV��LI�XVHUV¶�GDWD�ZHUH�WKHLUV�WR�SXW�LQWR�WKHLU�RZQ�SHUVRQDO�GDWD�VWRUH��WKLV�ZRXOG�D�XQLYHUVDO� 
PHFKDQLVP�IRU�FKRLFH�ZKHUH�HDFK�XVHU�ZRXOG�FRQWURO�ZKDW�WKH\�VKDUH��ZLWK�WKH�XQGHUVWDQGLQJ� 
WKDW�WKH\�XOWLPDWHO\�RZQ�WKHLU�RZQ�GDWD��DQG�VKDUH�LW�YLD�OLFHQVLQJ�ZLWK�VLWH�DQG�VHUYLFHV�� 
� 
$W�WKDW�SRLQW��QR�PDWWHU�WKH�SODWIRUP�RU�XVH��WKH�XVHU�LV�SXW�LQWR�D�PRUH�HTXDO�SRVLWLRQ�ZLWK�WKH� 
VHUYLFH��DQG�VHUYLFHV�ZLOO�EH�IRUFHG�WR�UHVSHFW�WKH�XVHU¶V�ZLVKHV�DQG�SURYLGH�VHUYLFHV��DGV�DQG� 
FRQWHQW�WKDW�LV�DFWXDOO\�XVHIXO�IRU�WKH�XVHUV�WKH\�ZLVK�WR�DWWUDFW� 
� 
� ,I�WKH�SULYDWH�VHFWRU�GRHV�QRW�LPSOHPHQW�DQ�HIIHFWLYH�XQLIRUP�FKRLFH�PHFKDQLVP� 
YROXQWDULO\��VKRXOG�WKH�)7&�UHFRPPHQG�OHJLVODWLRQ�UHTXLULQJ�VXFK�D�PHFKDQLVP" 
� 
<HV���GDWD�VKRXOG�EH�UHJXODWHG�DV�ZH�KDYH�GHVFULEHG�UHSHDWHGO\�DERYH��VR�WKDW�XVHU¶V�RZQ�WKHLU� 
GDWD��DQG�WKH�PDUNHWSODFH�FDQ�WKHQ�UHDFW�E\�SURYLGLQJ�SHUVRQDO�GDWD�VWRUHV��DSSOLFDWLRQV�DQG� 
DGYHUWLVLQJ�PHFKDQLVPV�WKDW�UHVSHFW�WKH�QHZ�DUUDQJHPHQW��DQG� 
� 
� :KDW�LV�WKH�IHDVLELOLW\�RI�VWDQGDUGL]LQJ�WKH�IRUPDW�DQG�WHUPLQRORJ\�IRU�GHVFULELQJ�GDWD� 
SUDFWLFHV�DFURVV�LQGXVWULHV��SDUWLFXODUO\�JLYHQ�RQJRLQJ�FKDQJHV�LQ�WHFKQRORJ\" 
� 
:H�EHOLHYH�WKDW�LI�XVHUV�ZHUH�LQ�FKDUJH�RI�WKHLU�GDWD�DQG�WKHUHIRUH�WKH�DWWHQGDQW�SULYDF\�� 
DOO�LQGXVWULHV�ZRXOG�KDYH�WR�FKDQJH��&KDQJHV�LQ�WHFKQRORJ\�ZRXOG�DFFRPPRGDWH�WKLV�QHZ� 
SDUDGLJP�DQG�DV�QHZ�WHFKQRORJLHV�ZHUH�GHYHORSHG��WKLV�QHZ�GDWD�DQG�SULYDF\�UHJLPH�ZKHUH� 
RQO\�XVHUV�FDQ�WUDFN�WKHPVHOYHV�DQG�XVHU¶V�FRQWURO�WKHLU�RZQ�GDWD�ZRXOG�OHDG�WR�VWDQGDUGV� 
DURXQG�XVHU¶V�VKDULQJ�GDWD�ZKHQ�WKH\�ZDQWHG�WR���DQG�VHUYLFHV�WKDW�ZHUH�QHIDULRXV�ZRXOG�WKHQ� 
EH�PRUH�QRWLFHDEOH�DQG�ILQGDEOH��+RZHYHU��ZH�XQGHUVWDQG�WKDW�WKH�FKDQJH�RYHU�SHULRG�ZRXOG� 
EH�GLIILFXOW�DQG�ZRXOG�WDNH�WLPH�LQ�RUGHU�WR�HVWDEOLVK�QHZ�QRUPV�IRU�WKLV�VKLIW�LQ�XQGHUVWDQGLQJ� 
� 
� +RZ�FDQ�FRPSDQLHV�SUHVHQW�WKHVH�QRWLFHV�HIIHFWLYHO\�LQ�WKH�RIIOLQH�ZRUOG�RU�RQ�PRELOH� 
DQG�VLPLODU�GHYLFHV" 
� 
,I�ZH�FKDQJH�WKH�UXOHV�DURXQG�GDWD�FROOHFWLRQ�DQG�FRQWURO�LQ�XVHUV�IDYRU��ZKHUH�XVHU¶V�ZRXOG� 
H[SHFW�WKHLU�GDWD�ZRXOG�VWD\�ZLWKLQ�HDFK�EXVLQHVV�DQG�QRW�EH�VKDUHG�ZLWKRXW�SHUPLVVLRQ��DQG� 
XVHUV�FRXOG�H[SHFW�D�FRS\�ZLWK�XSGDWHV�RI�WKHLU�GDWD��DQG�WKH�DELOLW\�WR�FRUUHFW�DQG�GHOHWH�GDWD�� 
WKHQ�WKLV�XQLYHUVDO�FKDQJH�ZRXOG�PHDQ�VLWHV�ZRXOG�QRW�EH�UHVSRQVLEOH�IRU�FUHDWLQJ�PHVVDJLQJ� 
WKDW�VDLG�DQ\WKLQJ�RWKHU�WKDQ�ZKDW�WKH�ODZ�VDLG��$W�WKDW�SRLQW��VLWHV�ZRXOG�VLPSO\�H[SODLQ��WKURXJK� 
ZULWWHQ�FRPPXQLFDWLRQ�DQG�XVHU�LQWHUIDFH�PHFKDQLVPV��KRZ�WKH�XVHU¶V�GDWD�ZRXOG�DFWXDOO\�ZRUN� 
RQ�WKHLU�VLWH�� 
� 
� 6KRXOG�FRPSDQLHV�LQFUHDVH�WKHLU�XVH�RI�PDFKLQH�UHDGDEOH�SROLFLHV�WR�DOORZ�FRQVXPHUV� 
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WR�PRUH�HDVLO\�FRPSDUH�SULYDF\�SUDFWLFHV�DFURVV�FRPSDQLHV" 
� 
<HV���EXW�VLWHV�DOVR�QHHG�WR�DFFHSW�LQFRPLQJ�³OLQN�FRQWUDFWV´�WKDW�SHUPLW�GDWD�WR�EH�VKDUHG� 
ZLWK�UXOHV�IURP�XVHU¶V�GDWD�VWRUHV��0DFKLQH�UHDGDEOH�SROLFLHV�ZLOO�EHFRPH�D�FULWLFDO�SDUW�RI�WKH� 
3HUVRQDO�'DWD�(FRV\VWHP� 
� 
5HDVRQDEOH�DFFHVV�WR�FRQVXPHU�GDWD 
� 
� 6KRXOG�FRPSDQLHV�EH�DEOH�WR�FKDUJH�D�UHDVRQDEOH�FRVW�IRU�FHUWDLQ�W\SHV�RI�DFFHVV" 
� 
<HV���UHDVRQDEOH�FRVWV�IRU�DFFHVV�WR�JRRGV�DQG�VHUYLFHV�LV�UHDVRQDEOH��7KRVH�FRVWV�FRXOG�EH� 
DERXW�VKDULQJ�GDWD�IURP�D�XVHU¶V�GDWD�VWRUH��RU�EH�FKDUJHG�LQ�GROODUV�� 
� 
� 6KRXOG�FRPSDQLHV�LQIRUP�FRQVXPHUV�RI�WKH�LGHQWLW\�RI�WKRVH�ZLWK�ZKRP�WKH�FRPSDQ\� 
KDV�VKDUHG�GDWD�DERXW�WKH�FRQVXPHU��DV�ZHOO�DV�WKH�VRXUFH�RI�WKH�GDWD" 
� 
<HV���DQG�WKHUH�VKRXOG�EH�D�ORJ�RI�LW�WXUQHG�RYHU�WR�WKH�XVHU¶V�SHUVRQDO�GDWD�VWRUH��PXFK�OLNH� 
WKRVH�ZKR�FKHFN�FUHGLW�DUH�OLVWHG�LQ�D�FUHGLW�UHSRUW� 
� 
� :KHUH�FRPSDQLHV�GR�SURYLGH�DFFHVV��KRZ�VKRXOG�DFFHVV�DSSO\�WR�LQIRUPDWLRQ� 
PDLQWDLQHG�DERXW�WHHQV"�6KRXOG�SDUHQWV�EH�DEOH�WR�DFFHVV�VXFK�GDWD" 
� 
<HV���SDUHQWV�DQG�OHJDO�JXDUGLDQV�VKRXOG�KDYH�DFFHVV�WR�NLGV�LQIRUPDWLRQ��DQG�VRPH�WHHQV� 
GHSHQGLQJ�RQ�DJH�� 
� 
� 6KRXOG�DFFHVV�WR�GDWD�GLIIHU�IRU�FRQVXPHU�IDFLQJ�DQG�QRQ�FRQVXPHU�IDFLQJ�HQWLWLHV" 
� 
1R���DOO�HQWLWLHV�WKDW�FROOHFW�DQ\�GDWD�VKRXOG�EH�VXEMHFW�WR�WKH�VDPH�UXOHV��$V�RSHQ�VRXUFH� 
SURMHFWV�DQG�FRQWHVW�SURGXFH�FRGH�WKDW�ZLOO�ZRUN�LQ�DOO�FRPPRQ�SXEOLVKLQJ�V\VWHPV��VXFK� 
DV�'UXSDO��-RRPOD��5XE\�RQ�5DLOV��3KS�RQ�5DLOV�DQG�RWKHU�IUDPHZRUNV��:RUGSUHVV��HWF��DOO� 
FROOHFWRUV�RI�GDWD�ZLOO�HDVLO\�EH�DEOH�WR�SXW�LQ�D�PRGXOH�WKDW�DOORZV�XVHUV�WR�VHH�ZKDW�KDV� 
EHHQ�FROOHFWHG�RQ�WKHP�DQG�WR�WDNH�D�FRS\��FRUUHFW�DQG�GHOHWH�ZKDW�LV�WKHUH��LI�WKH�XVHU�JLYHV� 
DXWKHQWLFDWLRQ���7KHVH�WRROV�QHHG�WR�EH�EXLOW��EXW�OLNH�DQ\�RWKHU�FRGH��WKHUH�LV�QR�UHDVRQ�WKH\� 
FDQQRW�EH�SURGXFHG� 
� 
� )RU�QRQ�FRQVXPHU�IDFLQJ�FRPSDQLHV��KRZ�FDQ�FRQVXPHUV�EHVW�GLVFRYHU�ZKLFK�HQWLWLHV� 
SRVVHVV�LQIRUPDWLRQ�DERXW�WKHP�DQG�KRZ�WR�VHHN�DFFHVV�WR�WKHLU�GDWD" 
� 
&RPSDQLHV�WKDW�GR�QRW�GR�EXVLQHVV�ZLWK�D�FXVWRPHU�VKRXOG�QRW�KDYH�D�XVHU¶V�GDWD�� 
� 
:H�GR�H[SHFW�WKDW�D�FKDQJH�RYHU�SHULRG�ZRXOG�RFFXU�DQG�GXULQJ�WKDW�SHULRG��LW�ZRXOG�EH� 
UHDVRQDEOH�IRU�FRPSDQLHV�WKDW�FXUUHQWO\�FROOHFW�GDWD�VXUUHSWLWLRXVO\�RQ�XVHUV�WR�DVN�WKH�XVHU 
LI�WKH\�ZRXOG�OLNH�WKH�FRPSDQ\�WR�EH�WKHLU�SHUVRQDO�GDWD�VWRUH��,I�WKH�XVHU�GRHV�QRW��WKH�FRPSDQ\ 
ZRXOG�KDYH�WR�GHOHWH�WKH�GDWD� 
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�
 

� 
� ,V�LW�IHDVLEOH�IRU�LQGXVWU\�WR�GHYHORS�D�VWDQGDUGL]HG�PHDQV�IRU�SURYLGLQJ�FRQVXPHU� 
DFFHVV�WR�GDWD�PDLQWDLQHG�E\�QRQ�FRQVXPHU�IDFLQJ�HQWLWLHV" 
� 
<HV���FRPSDQLHV�WKDW�KDYH�VKDUHG�GDWD�ZRXOG�QHHG�WR�SURYLGH�D�OLVW�WR�XVHUV�RI�WKH�GDWD�DQG� 
ZKHUH�LW�KDV�JRQH��,I�WKDW�VKDULQJ�KDV�RFFXUUHG�IXUWKHU�EDFN�WKDQ�D�VKRUW�SHULRG��DQG�WKH�VLWH�QR� 
ORQJHU�NQRZV�ZKHUH�WKH�GDWD�KDV�EHHQ�VKDUHG��ZH�ZRXOG�H[SHFW�WKDW�D�FXW�RII�SRLQW�ZRXOG�QHHG� 
WR�EH�XWLOL]HG�VR�WKDW�ZH�ZRXOG�RQO\�ZRUN�RQ�WKLV�SUREOHP�ZLWK�D�VKRUW�KLVWRU\�DQG�WKHQ�ORRN�DW� 
WKH�SUREOHP�JRLQJ�IRUZDUG� 
� 
� 6KRXOG�FRQVXPHUV�UHFHLYH�QRWLFH�ZKHQ�GDWD�DERXW�WKHP�KDV�EHHQ�XVHG�WR�GHQ\�WKHP� 
EHQHILWV"�+RZ�VKRXOG�VXFK�QRWLFH�EH�SURYLGHG"�:KDW�DUH�WKH�FRVWV�DQG�EHQHILWV�RI�SURYLGLQJ� 
VXFK�QRWLFH" 
� 
<(6��8VHUV�VKRXOG�$/:$<6�EH�LQIRUPHG�LI�DQ\WKLQJ�LV�GHQLHG�RU�FKDQJHG�GXH�WR�D�VFRUH�RU� 
HYDOXDWLRQ�RI�GDWD�WKDW�KDV�EHHQ�SURYLGHG��7KLV�QRWLFH�VKRXOG�EH�DYDLODEOH�DW�WKH�XVHU¶V�SHUVRQDO� 
GDWD�VWRUH��2QFH�WKLV�ORJ�KDV�EHHQ�GHYHORSHG��WKHVH�QRWLFHV�VKRXOG�EH�LQH[SHQVLYH�WR�SURYLGH� 
YLD�WKH�,QWHUQHW�WR�D�XVHU¶V�GDWD�VWRUH� 
� 
0DWHULDO�FKDQJHV 
� 
� :KDW�W\SHV�RI�FKDQJHV�GR�FRPSDQLHV�PDNH�WR�WKHLU�SROLFLHV�DQG�SUDFWLFHV�DQG�ZKDW� 
W\SHV�RI�FKDQJHV�GR�WKH\�UHJDUG�DV�PDWHULDO" 
� 
&RPSDQLHV�ZRXOG�KDYH�WR�XVH�DGYHUWLVLQJ�PDWFKLQJ�LQ�KRXVH��ZRXOG�QHHG�WR�HVWDEOLVK�ZD\V�RI� 
PDQDJLQJ�XVHU¶V�GDWD�WKDW�FRQIRUPHG�ZLWK�WKH�XVHU¶V�ZLVKHV�DV�HVWDEOLVKHG�LQ�WKH�FRQWUDFWV�WKDW� 
JR�DORQJ�ZLWK�DQ\�VKDUHG�GDWD�DQG�ZRXOG�KDYH�WR�DELGH�E\�UXOHV�DERXW�VKDULQJ�D�XVHU¶V�GDWD� 
ZLWK�WKHP��DQG�DOORZLQJ�WKH�XVHU�WKH�DELOLW\�WR�FRUUHFW�DQG�GHOHWH�GDWD�LI�WKH�XVHU�ZLVKHG� 
� 
� :KDW�LV�WKH�DSSURSULDWH�OHYHO�RI�WUDQVSDUHQF\�DQG�FRQVHQW�IRU�SURVSHFWLYH�FKDQJHV�WR� 
GDWD�KDQGOLQJ�SUDFWLFHV" 
� 
6LWHV�VKRXOG�EH�UHTXLUHG�WR�JLYH�XVHU¶V����GD\V�QRWLFH�RI�FKDQJHV�LQ�ZULWLQJ��DQG�XVHUV��JLYHQ� 
WKH�DELOLW\�WR�WDNH�WKHLU�GDWD��FRUUHFW��GHOHWH�DQG�RWKHUZLVH�PDQDJH�WKHLU�RZQ�GDWD��ZRXOG�EH�LQ� 
WKH�SRVLWLRQ�RI�GHFLGLQJ�ZKHWKHU�WR�FRQWLQXH�WR�XVH�WKH�VHUYLFH� 
� 
&RQVXPHU�HGXFDWLRQ 
� 
� +RZ�FDQ�LQGLYLGXDO�EXVLQHVVHV��LQGXVWU\�DVVRFLDWLRQV��FRQVXPHU�JURXSV��DQG� 
JRYHUQPHQW�GR�D�EHWWHU�MRE�RI�LQIRUPLQJ�FRQVXPHUV�DERXW�SULYDF\" 
� 
&KDQJLQJ�WKH�ODZ�WR�DOORZ�XVHU¶V�WR�KROG��FRUUHFW�DQG�GHOHWH�WKHLU�RZQ�GDWD��DQG�VKDUH�LW�LQ� 
SHUVRQDO�GDWD�VWRUHV�WKDW�SURYLGH�WKHP�SULYDF\�DQG�FRQWURO�ZRXOG�JR�D�ORW�ZD\�WR�GHPRQVWUDWH�WR� 
XVHUV�KRZ�WR�PDQDJH�WKHLU�RZQ�SULYDF\� 
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� 
3HRSOH�DUH�SUHWW\�JRRG�DW�PDQDJLQJ�WKHLU�SULYDF\�LQ�UHDO�OLIH��7KH�LVVXH�KDV�FRPH�XS�EHFDXVH�LQ� 
GLJLWDO�VSDFH��XVHUV�DUH�QRW�DZDUH�RI�WKH�VWDONLQJ�GRQH�E\�FRPSDQLHV�IRU�DGYHUWLVLQJ�DQG�RWKHU� 
SXUSRVHV��XQWLO�VRPHWKLQJ�EDG�KDSSHQV�RU�LW�PDNHV�WKH�SUHVV��8VHU¶V�DUH�PDG��$QG�WKH\�KDYH�D� 
ULJKW�WR�EH�JLYHQ�ZKDW¶V�KDSSHQHG� 
� 
7KH�EHVW�ZD\�ZH�FDQ�HGXFDWH�SHRSOH�LV�WR�VWDUW�SURWHFWLQJ�WKHP�DQG�WKHLU�GDWD��DQG�WKHQ�OHW� 
FRPSDQLHV�RIIHU�VHUYLFHV�WKDW�FRQIRUP�WR�WKH�QHZ�ODZV��7KHQ�SULYDF\�SROLFLHV�ZRQ¶W�PDWWHU�VR� 
PXFK��DQG�XVHU¶V�FDQ�XQGHUVWDQG�WKHLU�ULJKWV�EHFDXVH�WKH\�DUH�WKH�VDPH�IRU�HYHU\RQH�� 
� 
5LJKW�QRZ��ZH�DUH�³SUH�PDUNHW´�ZKHUH�XVHUV�DUH�XQSURWHFWHG��:H�QHHG�WR�JHW�WR�D�SRLQW�ZKHUH� 
XVHU¶V�DUH�SURWHFWHG��7KDW�ZLOO�FDXVH�GLJLWDO�LQWHUIDFHV�DQG�LQWHUDFWLRQV�WR�HYROYH��,Q�WKH�GLJLWDO� 
UHDOP��WKH�EHVW�ZD\�WR�JHW�VRPHRQH�WR�XQGHUVWDQG�VRPHWKLQJ�LV�WR�KDYH�WKHP�XVH�LW� 
� 
8VLQJ�D�SHUVRQDO�GDWD�VWRUH��ZKHUH�XVHUV¶�GDWD�LV�UHJXODWHG�E\�ODZ��FRXSOHG�ZLWK�D�PDUNHWSODFH� 
WKH�XVHU�FDQ�WUDGH�DQG�LQWHUDFW�LQ��ZLOO�JR�D�ORQJ�ZD\�WRZDUG�PDNLQJ�LW�FOHDU�ZKDW�LV�KDSSHQLQJ� 
ZLWK�D�XVHU¶V�GDWD��EHFDXVH�WKH�XVHU�ZLOO�KDYH�FRQWURO��ZLOO�VHH�ZKHQ�WKH\�PDNH�FKDQJHV�RU� 
GHOHWH�GDWD��RU�WXUQV�RII�DFFHVV�WR�D�FRPSDQ\� 
� 
� :KDW�UROH�VKRXOG�JRYHUQPHQW�DQG�LQGXVWU\�DVVRFLDWLRQV�KDYH�LQ�HGXFDWLQJ�EXVLQHVVHV" 
� 
*RYHUQPHQW�DQG�LQGXVWU\�DVVRFLDWLRQV�VKRXOG�EH�YHU\�LQYROYHG�LQ�HGXFDWLQJ�EXVLQHVVHV�DV�ZHOO� 
DV�SURYLGLQJ�UHVRXUFHV�� 
� 
*RYHUQPHQW�VKRXOG�UXQ�FRQWHVWV�WR�FUHDWH�FRGH�VXSSRUWLQJ�XVHU¶V�ULJKW�WR�WKHLU�GDWD�DV�KDV� 
UHFHQWO\�EHHQ�DQQRXQFHG�E\�WKH�2EDPD�$GPLQLVWUDWLRQ�IRU�FRGLQJ�LQLWLDWLYHV� 
� 
,QGXVWU\�DVVRFLDWLRQV�VKRXOG�JHW�LQYROYHG�LQ�WKH�SURFHVV�RI�WUDLQLQJ�FRPSDQLHV�WR�XQGHUVWDQG� 
DQG�EXLOG�IRU�SULYDF\�DOO�WKH�ZD\�DORQJ�WKH�GHYHORSPHQW�SURFHVV��WKURXJK�ZRUNVKRSV�� 
FRQIHUHQFHV�DQG�RWKHU�LQIRUPDWLRQ�GLVVHPLQDWLRQ�PHDQV�DOUHDG\�HQJDJHG�LQ�QRZ� 
� 
� 
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